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The rapid expansion of the digital environment has led to an increase in information security
risks, thereby necessitating the formation of an information security culture at both
organizational and individual levels. In this article, existing approaches for assessing
information security culture are systematically analyzed. The main objective of the research
is to determine the adequacy of these approaches in terms of measuring not only the
organizational level but also the knowledge, attitudes, and behaviors of individuals
regarding information security. The article researches the main characteristics, application
areas, and limitations of existing methods in a comparative manner. As a result of the
analysis, it has been determined that most existing models are oriented toward assessing
information security culture from the perspective of organizational structure and
management. In these approaches, the human factor is mostly evaluated as the weak link in
the security chain, and the measurement of values, motivations, and behaviors at the
individual level is not sufficiently covered. In order to fill this gap, the article proposes a
conceptual model for assessing personal information security culture. The model presents a
multi-level approach that integrates an individual's knowledge, values, risk perception,
sense of responsibility, and behavioral habits related to information security. The proposed
conceptual model creates an opportunity to understand the individual's decision-making
process and behavioral motivation regarding information security, as well as to more deeply
assess the impact of personal culture on the organizational security environment.

1. Introduction

literacy in society. At the individual level, this
culture represents a person's approach to personal

Information security is a concept of vital
importance at the individual, organizational, and
societal levels in the modern era. Alongside the
rapid development of digital technologies, the
protection of information resources has become
increasingly critical. Technical measures alone are
insufficient in this field; the human factor and
human behavior are key elements that determine
the effectiveness of security strategies. Information
Security  Culture (ISC) encompasses an
individual’s knowledge, attitudes, and behaviors,
the management and policy mechanisms of an
organization, as well as the general level of digital
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data, conscious behavior, and preparedness
against technological risks. At the organizational
level, security culture pertains to employees'
adherence to codes of  conduct, the
implementation of information security policies,
and risk management. At the societal level, ISC is
formed through digital awareness, legislative
initiatives, and public behavioral norms. The
interaction between these three levels plays a
decisive role in shaping the overall security
environment.

Assessing ISC is essential for identifying
existing gaps in this field and formulating
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development strategies. Various models and
methods are designed to perform this assessment.
Among these models, maturity frameworks,
empirically-based approaches, and survey-based
measurement tools are widely applied.
Simultaneously, quantitative and qualitative
approaches complement each other among these
methods. Surveys, focus groups, interviews, and
behavioral the
assessment tools in this area. The application of
each method must be context-appropriate and

serve the purpose of the assessment. In scientific

analyses serve as primary

literature, models such as the Cybersecurity
Culture Measurement Framework (CCMF) and
the Information Security Culture Framework
(ISCF) provide effective frameworks for analyzing
individual and organizational behaviors. These
models enable complex assessment by considering
the human factor, the technological environment,
and the organizational structure. At the same
time, tools are
extensively used to measure individual security

survey-based measurement

behaviors and knowledge levels. However, the
reliability and suitability of these tools remain a
subject of research.

ISC is significant for creating a healthy security
environment not only at the individual level but
also at the organizational and societal levels.
Education, training, awareness-raising
processes play a major role in the formation of this
culture (Aliguliyev & Mahmudova, 2010). The
application of correct behavioral rules during

and

people’s contact with digital technologies makes
them more informed and security-conscious.
Otherwise, the resilience of society weakens in the
face of new risks and threats brought by
technological developments. Ensuring security in
the digital world depends not only on technical
measures but is also linked to social and cultural
values on both individual and organizational
planes. For this purpose, increasing digital literacy
and security knowledge is essential. The study of
this issue requires cooperation among specialists
from various fields; in particular, the experience of
professionals working in the field of information
security plays a crucial role. Strengthening
information security culture is also associated
with the implementation of legislative reforms.
The legislative
foundation that supports the security policies of
organizations and encourages people's secure
behaviors. Furthermore, considering the human

framework can become a

factor in the process of improving digital security
forms the basis of success in this field. For this
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reason, research continuously seeks new methods
and approaches to develop ISC more effectively
and to ensure preparedness against future threats.

2. Related work

Information security is not merely a set of
technical measures but a process closely linked to
human behavior and organizational values.
Consequently, the concept of "Information Security
Culture" has gained significant importance in
modern management and security research.
Information security should be approached not only
from a technological perspective but as a complex
structure that encompasses social and organizational
(Mahmudova & Dashdamirova, 2021).
Simply forming ISC is insufficient; it is also crucial to

measure its effectiveness, resilience, and impact. The

factors

lack of measurement mechanisms causes ISC to
remain at a conceptual level and limits its use as a
decision-making and development tool in
organizational management. Over the last decade,
several psychometric scales and measurement tools
aimed at assessing ISC have been proposed, and
their  diversity indicates a demand for
standardization in this field (Orehek & Petric, 2021).
The primary significance of measuring ISC lies
in enabling organizations to objectively identify
risks arising from the human factor. Employees'
knowledge, attitudes, and behaviors are the main
sources of security breaches, and measuring these
factors shows management where risks are
concentrated. Through these
organizations obtain concrete data regarding
employees' compliance with security rules, their
knowledge levels, normative expectations, and
values (Parsons et al., 2017). Such information

measurements,

allows for the identification of risky behavior
patterns, recognition of areas requiring
intervention, and more effective planning of
training programs (Phillips et al., 2009). The
Network and
Information Security (ENISA) recommends the
systematic measurement of ISC to assess and
improve the human factor in organizations
(ENISA, 2018).

A key point here is the contribution of
to the
process. These results help management allocate

European Union Agency for

measurement results decision-making
resources more purposefully by evaluating the
effectiveness of security policies and training
programs  (Parsons et al, 2017). This
simultaneously ensures resource optimization and
within the

administrative transparency
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organization (Da Veiga & Eloff, 2010).
Furthermore, measurements serve as a baseline
for tracking changes. In other words, after
diagnosing the initial state of ISC, it becomes
possible to comparatively assess the impact of
subsequent interventions, providing continuous
monitoring of
(Phillips et al., 2009). Systematic measurements

security culture development

strengthen the identification of internal risks
because certain behavioral patterns can reveal
potential threats in advance (Orehek & Petric,
2021; Da Veiga & Eloff, 2010). Thus,
measurements evolve from passive monitoring
into a predictive management tool.

Information Security Culture (ISC) is a system
of behaviors, values, and beliefs directed toward
protecting information assets within organizations
This encompasses
individuals' levels of security knowledge, their
attitudes toward technological risks, and the
degree of adherence to security protocols in daily
work processes. To establish a robust ISC, an
strategic internal
policies, and observable behavioral patterns must
be examined comprehensively (Phillips & Moore,

and  societies. culture

organization’s documents,

2023). Awareness campaigns, regular training, and
the exemplary behavior by
leadership play a vital role in the development of
ISC within organizations. For a healthy security
culture to flourish, it is essential not only to
implement rules but also to ensure that these rules

promotion of

are internalized and executed through intrinsic
motivation (Sasse et al., 2007).

Recently, ISC has become a field of increasing
interest for both researchers and practitioners.
Several models have been developed to assess
security culture in organizations. The Information
Security Culture Assessment (ISCA) tool,
presented by Da Veiga and Martins, was validated
using factor analysis, demonstrating the reliability
of assessing ISC through questionnaires (Da Veiga
& Martins, 2007). Their 2015 study assessed ISC in
several organizations within the financial sector
and found that security culture improved through
such as training and policy
applications. Another significant study by Orehek
and Petri¢ conducted a systematic review of ISC
tools, different
instruments. The results indicated that while most
of these tools cover factors like knowledge,
behavioral compliance, and policy adherence, they
can vary based on the specific context of the
organization (Orehek & Petri¢, 2020).

interventions

assessment comparing 19
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Various studies (e.g., Alnatheer et al., 2012;
Alfawaz, 2011; Mahmudova, 2023) have
emphasized the importance of integrating both
technical aspects in ISC
assessment, including organizational culture, the
role of leadership, and the effectiveness of
information security training. An interesting
finding is that the type of organizational culture
(e.g.
influences

and non-technical

clan, adhocracy, market,
the effectiveness of ISC policies.
Alongside these traditional approaches, recent
scientific research seeks more objective and
ISC.
Considering the subjectivity of survey-based
assessments and their potential divergence from
real-world behaviors, researchers are proposing

new models based on data analysis from technical

hierarchy)

continuous  methods for  assessing

systems (McCormac et al., 2017). This approach
allows for measuring how individuals actually
behave in the work process rather than what they
think about security. Studies show that data from
sources such as user behavior analytics, security
log analysis, and phishing simulation results
provide more accurate information about the
actual state of the culture.

In parallel with technological development, the
scale and complexity of cyber threats continue to
grow. In this context, assessing the level of ISC is
essential for organizations' risk management and
security strategies. Existing research shows that a
unified and standardized methodology for
measuring ISC does not exist. Most approaches
rely on technical indicators or behavioral models
and are primarily oriented toward assessing ISC at
the organizational level. However, the security
behaviors and culture of individual users are also
of critical importance in the modern cyber
environment. The 2021 report by the Information
Systems Audit and Control Association (ISACA)
notes that "no matter how advanced security
technologies are, individual behaviors can
undermine the stability of these systems."

Azerbaijan's digital economy and technological
infrastructure are developing rapidly; however,
cyber threats are increasing alongside this growth.
While attention to cybersecurity has increased in
both government agencies and the private sector,
technical measures alone are insufficient. In this
regard, the human factor is of great importance in
managing cybersecurity risks. The "Strategy of the
Republic of Azerbaijan on Information Security and
Cybersecurity for 2023-2027," approved by Decree
No. 4060 of the President of the Republic of

Azerbaijan, specifically emphasizes the importance



Problems of Information Society, 2026, vol.17, no.1, 70-80

of forming security awareness amid the country's
increasing integration into digital systems. In this
context, considering the human factor is paramount
for ensuring long-term resilience in cybersecurity
(Strategy of the Republic of Azerbaijan on
Information Security and Cybersecurity for 2023-
2027, 2023).

The complexity of the modern digital ecosystem
and the personalized nature of cyber threats
necessitate a reassessment of ISC. While most
existing studies investigate ISC within an
organizational framework and the context of
employee with  corporate policy,
individuals' behavioral motivations and personal
risk perceptions as independent information subjects
have been overlooked. Given that the human factor

compliance

remains the most critical link in the cybersecurity
chain, developing new scientific-methodological
approaches for measuring security habits at the
individual level is of high relevance.

The objective of the study is to develop a
conceptual model that, based on a systematic
analysis of existing approaches to information
security assessment, the
measurement of ISC not only at the organizational
level but also at the individual level. This model

culture enables

integrates an individual's knowledge of cyber
threats, risk perception, psychosocial motivation,
and actual security behaviors within a unified
framework.

Problem  Statement. Existing approaches
primarily focus on assessing information security
culture at the organizational level and treat the
human factor as the weakest link in the security
chain. However, individuals’ knowledge of cyber
threats, risk perception, psychosocial motivation,
and actual security behaviors are neither adequately
measured nor evaluated. Consequently, the
systematic study and assessment of information
security culture at the individual level is hindered.

In this regard, the main issue addressed in the
study is the development of a conceptual model
that ensures the systematic assessment of

information security culture at the individual level.

3. Materials and methods

3.1. Theoretical Foundations and Context
of ISC

The assessment of ISC is not limited to
empirical surveys and organizational frameworks.
In this process, theoretical models derived from

social psychology play a crucial role in explaining
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and predicting individual behaviors. These
models allow for a deeper understanding of the
human factor and complement practical
assessment methods.
Knowledge-Attitude-Behavior (KAB) Model.
This approach suggests that an individual's
security behavior passes through three stages: the
acquisition of knowledge, the formation of an
attitude based on that knowledge, and finally, its
transformation into behavior. The KAB model is
noted for its simplicity; however, the "KAB gap"
if people the
importance of security rules, they do not always
apply them (Nguyen & Le, 2024; Vilander, 2021).
Theory of Planned Behavior (TPB). Proposed
by Ajzen, this theory emphasizes intention as the

primary determinant of behavior. Intention is

problem exists: even know

formed by three factors: attitude toward the
behavior, subjective norms, and perceived
behavioral control (Ajzen, 1991). Research
indicates that TPB is highly effective in explaining
employees' intentions to comply with security
policies (Bulgurcu et al., 2010).

Protection = Motivation Theory (PMT).
Introduced by Rogers, this theory explains
individuals' security behaviors based on threat
appraisal and coping appraisal (Rogers, 1975).
Threat appraisal depends on how an individual
perceives the severity of the risk and the
probability of exposure to it. Perceiving the risk as
highly dangerous and real increases protection
motivation. Coping appraisal, on the other hand,
is formed based on the perceived efficacy of the
proposed protective measure, the costs associated
with implementing this and the
individual's self-efficacy in their ability to carry

measure,

out the measure. Johnston and Warkentin show
that PMT has strong explanatory power in
understanding why individuals follow or ignore
security recommendations (Johnston &
Warkentin, 2010).

3.2. Problem solution

The problem addressed is that
approaches do not sufficiently measure the
information security culture of individuals. Since
current methodologies view the human factor

existing

merely as an implementer of organizational
information security policies and a "weak link,"
they fail to fully encompass individual intrinsic
motivation and personal risk perception. To solve
this problem, a "person-centered" conceptual
model is proposed, distinguishing it from the
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"organization-centered" approaches typically used
in ISC assessment.

Within
conceptual model, the solution to the problem is
built upon the following methodological
innovations:

e Compensating for the Knowledge—-Attitude-
Behavior Gap: To address the issue of

the framework of the proposed

individuals failing to comply with security
despite  knowing them, "Risk
Perception" and "Psychosocial Motivation"
factors have been integrated into the model.

rules

These components act as catalysts that
explain the disconnect between knowledge
levels and real-world behavior.

e Hierarchical Assessment Structure: The model
assesses an individual's ISC level across six
interrelated dimensions: knowledge,
technical skills, risk assessment, decision-
making, motivation, and actual behavioral
habits. This structure allows for characterizing
an individual's security profile through both

basic

quantitative and qualitative indicators.

e Recognition of the Individual as an "Active
Defense Resource”: As a way to solve the
problem, the individual is recognized not just
as a rule-follower, but as a subjective
decision-making element of the information
security system. By highlighting the
individual's ethical values and sense of
responsibility, this approach serves to create
a more resilient security environment within
the organization.

3.3. Analysis and classification of existing
approaches to ISC assessment

ISC is recognized as a key factor in risk
management, as the human factor remains the
weakest link. An analysis of existing ISC assessment
models and methods shows that they have evolved
from simple surveys to complex, multidimensional,
and behavior-based approaches. In the scientific
literature, various models and methods have been
proposed for measuring ISC. These can generally be
classified into three main groups: qualitative,
quantitative, and mixed methods.

3.3.1. Quantitative models

These models primarily seek to statistically
measure different aspects of information security
culture (ISC) through surveys (questionnaires).

Information Security Culture Assessment
(ISCA) Model: Proposed by Da Veiga and Eloff,
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this model is a widely used tool for measuring
organizational ISC (Da Veiga and Eloff, 2010). The
model employs a survey questionnaire to assess
employees’
across

toward
These
such as

behaviors and attitudes
multiple
typically include areas
security policy,’ ‘management

commitment,” ‘security awareness,” and ‘incident

security dimensions.
dimensions

‘information

response.” The results enable the identification of
organizational strengths and weaknesses.
Cybersecurity  Culture  Framework: This
framework focuses on the psychological factors
that shape culture. The model seeks to predict the
behaviors of individuals and groups by measuring
their attitudes, subjective norms, perceived
control, and self-efficacy (Parsons et al., 2017).
Human Aspects of Information Security
Questionnaire (HAIS-Q) Model: This model is
used to assess ISC at both the individual and
organizational levels (Parson et al., 2014). Using a
structured questionnaire consisting of 63 items,
the measures the components of
knowledge, attitude, and behavior. These
components are evaluated across subdomains
such as password security, email usage, internet
behavior, mobile device use, social media activity,

model

and information sharing. Owing to its
psychometric-based approach, the HAIS-Q model
is widely used for predicting individual security

behaviors.
3.3.2. Qualitative methods

These methods focus not on numerical
indicators but on understanding the essence of
culture, its values, and the organizational context.
They enable researchers to comprehend the
beliefs,
underlying employees’ security-related behaviors.
Therefore, qualitative methods, in addition to

quantitative measurements, help to achieve a

motivations, and social relationships

deeper understanding of an organization’s
security culture.
Interviews and focus groups: In-depth

interviews or focus group discussions conducted
with employees and managers help reveal their
perceptions of security, the challenges they face,
and their actual attitudes toward existing policies.
This method is highly effective for answering the
‘why’ question (Schlienger & Teufel, 2003). The
data obtained from such interviews can also be
useful for assessing factors such as leadership
style, communication culture, and levels of trust
within the organization. Focus groups, in turn,
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allow for the identification of differences in
security approaches across departments.
Observation and scenario analysis: Direct
observations by the researcher in the workplace or
monitoring employees’ responses to specific
security scenarios (e.g., a simulated phishing
attack) can provide more objective data than
This method
employees actually behave in real situations, that
is, how they apply training and policies in their
daily work. For example, during phishing
simulations, it can be observed in which cases

written responses. shows how

employees respond to suspicious emails and in
which cases they immediately report the incident.
This enables the researcher to examine the
practical aspects of security behaviors and the
moments when ‘culture is translated into
behavior’ (Mori¢, 2025; Petric, 2025; Schwab, 2025).

3.3.3. Maturity models

These models organization’s
information security culture (ISC) along a defined
scale (typically a five-level scale). Each level
reflects the degree to which the organization’s
culture has evolved and become institutionalized.

Such models classify an organization’s ISC level

assess an

from  ‘non-existent’ or  ‘initial’
‘repeatable, ‘defined,’ and ‘managed,’ and
ultimately to ‘optimized’” (Al-Hogail, 2015). This
provides organizations with a clear roadmap for
their
progressing to the next level.

As can be seen, each of these models has its
own strengths and weaknesses and addresses
different aspects of ISC assessment. The table
presented below compares the key indicators,
measurement tools, advantages, and limitations of

various ISC assessment models and approaches.

through

understanding current state and for

Table 1. Comparison of Information Security Culture (ISC) Assessment Models

Model / Approach Key Indicators Measurement Tools Advantages Limitations
Knowl i li idely ap-
now. Aedge, attitude, policy Surveys, St?ucmred, widely ap Based on subjective
ISCA Model compliance, management ; . plied at the
questionnaires responses

commitment

organizational level

Knowledge, attitude,
havi
HAIS-Q model be avior (password usage,
e-mail, internet, mobile

devices, social media)

A questionnaire
comprising 63 items

A questionnaire The survey is extensive

comprising 63 items and time-consuming

Real behavior, incident
response, risk perception

Phishing Simulations
and Observation

Simulated attacks,
observation

Objective results,
measures real-world
behavior

Potential ethical and
privacy concerns

ISC maturity levels (initial

5-level assessment

Provides a roadma
b Does not cover the

Maturity Models 11 tracki f
ty — optimized) frameworks afiows tracking o individual level
organizational growth
Subjectivity, high ti
v Security values, motivation, Interviews, focus Deep insight, uncovers ubjectivity, high time
Qualitative Methods and resource

social relations groups

underlying motives

requirements

3.3.4. Synthesis of findings and 1dentified Gaps in
current Models

While existing models for assessingISC offer
diverse approaches, significant methodological
and practical limitations emerge during their
implementation. These constraints impact the
reliability, generalizability, and applicability of the
assessment results.

Quantitative models, particularly ISCA and
HAIS-Q, measure knowledge, attitude,
behavior components through structured surveys.
However, the primary weakness of these
approaches is their susceptibility to subjectivity
and the risk of social desirability bias. Researchers
note that these models often capture only the
surface-level manifestations

and

of organizational
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culture, failing to account for deeper behavioral
motivations (Ruhwanya & Ophoff, 2020).

While qualitative methods, such as interviews
and observations, are beneficial for uncovering the
social and psychological aspects of security
culture, they impose high demands in terms of
time and resources. Furthermore, the difficulty of
implementing these methods on a large scale and
the fact that the objectivity of the results depends
on the researcher's interpretation are highlighted
as significant challenges (Govender et al., 2020).

Maturity models provide useful frameworks
for determining the ISC level of an organization
but fail to encompass individual behaviors and
psychological factors. This creates a gap, particu-
larly in evaluating individual security awareness
and motivation. The ENISA (2018) report high-
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lights that these models measure culture primarily
at the structural and policy levels, proving
insufficient for analyzing behavior at the
individual level.

Furthermore, a systematic review by Orehek
and Petri¢ analyzed 19 different assessment tools
and found that while most are applicable within
specific contexts, a standardized and universal
approach is lacking. This is due to the diverse
cultural, sectoral, and risk profiles of different
organizations (Orehek & Petri¢, 2021).

Recent research indicates that assessment
methods based on data collected from technical
systems (e.g., phishing simulations and user
behavior analytics) yield more objective results.
However, these methods may also raise ethical
and privacy concerns and may not be feasible for
implementation in every organization.

These analyses suggest that the application of
multidimensional and integrative approaches for
assessing ISC is more appropriate. Such an
approach enables a more accurate and objective
analysis of at both the
individual and organizational levels, laying the
groundwork for the formulation of more effective

security strategies in the future.

security behaviors

3.3.5. Proposed Conceptual Model of Individual
Information Security Culture

An analysis of the existing literature reveals
that current scientific approaches to ISC are
predominantly organization-centric  (Schneier,
2000). According to this perspective, the primary
goal of ISC is to protect the organization's
information resources, where the human factor is
often evaluated merely as a component that either
creates or mitigates risk. In this context, culture
functions as a tool to ensure that individuals
security policies the
organization. The human factor is largely
perceived as the "weakest link," and Security
Awareness Training (SAT) serves to reduce this
vulnerability (Siponen & Willison, 2009).

However, this approach frequently relegates
the individual to the background. In the modern
information environment, the individual is an
independent information subject directly exposed
to various cyber threats and risks. The dynamic
digital
considering the active participation of individual

comply with within

development of society necessitates
users in information flows and the close link
their ~ personal  well-being
information security. This approach is supported

between and

by research indicating that awareness, proper
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digital behavior, and responsible internet use play
a decisive role in shaping individual information
security (Aliguliyev et al., 2014). From this
perspective, forming a culture oriented toward
security requires the
management of
personal data, passwords, online activities, social
media behavior, and cybersecurity habits. Thus,
ISC should be viewed not only as a normative
mechanism applied within an organization but

individual information

conscious and purposeful

also as an integral part of social responsibility,
and behavioral the
individual level.

While the organization-centric approach to ISC
is significantly important, we believe it does not

knowledge, culture at

sufficiently explain the personal risks, individual
behavioral motivations, security
behaviors of the individual as a separate security
object. Consequently, there is a need to develop a
culture of Individual ISC. The proposed approach
evaluates the individual not as a passive subject

and actual

who merely follows rules, but as a primary
resource and an active participant in the
information security system.

Within the scope of this study, Individual ISC
is proposed as a conceptual model with a
hierarchical structure. The model consists of six
interrelated components based on the knowledge
— assessment-motivation-behavior sequence. At
the base level of the model are the fundamental
components - Cybersecurity Awareness
Technical Knowledge and Skills - which enable
the individual to recognize risks and build the
potential for technological self-protection.

At the next stage, the Risk Assessment and
Decision-Making the
individual to interpret acquired knowledge in

and

component  allows
specific situations and make behavioral choices
corresponding to the risk level. At this stage, the
decision-making process relies not only on
rational calculations but also on the individual's
personal values and risk perception.

The Psychosocial Motivation and Responsibi-
lity component acts as the primary internal
mechanism facilitating the transition to behavior
and ensures the sustainability of security
practices. Meanwhile, the Privacy and Protection
of Personal Interests component serves as a
normative and ethical framework, exerting a

transversal influence across all stages and
reinforcing the individual's legal and moral
responsibility.

The interaction of these components

culminates in Security Behaviors at the top level
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of the model. This component encompasses
practical actions such as password management,
software updates, data backup, and responses to
suspicious incidents, serving as the model's
primary empirically measurable outcome variable.

Thus, the presented Individual ISC
conceptual model can be applied for the

ISC at
independent  of

comprehensive assessment of the
individual level, the
organizational context, while also being linked
with ISC indicators used at the organizational
The hierarchical structure and inter-
component relationships of the model

reflected in its graphical representation (fig. 1).

level.
are

Safety behaviors

Password management
System updates
Backup

Response to suspicious

Psychosocial motivation and Responsibility

Risk assessment and decision-making

Privacy and protection of personal interests

Cybersecurity awareness

Base components

Technical knowledge and
skills

Fig. 1. Conceptual Model of an Individual's Information Security Culture

This approach aligns with the principles
outlined in the resolution 'Creation of a global
culture of cybersecurity' (A/RES/57/239), adopted
by the UN General Assembly in 2002. The
resolution emphasizes key values such as
individual responsibility, technological literacy,
raising awareness, and adherence to ethical norms
as primary directions for fostering a culture of
cybersecurity (UN, 2002).

4. Discussion

The systematic review conducted in this study
demonstrates that the primary gap in assessing
ISC is the difficulty of measuring the intention-
behavior gap at the individual level. While
existing quantitative models (e.g., HAIS-Q, ISCA)
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effectively measure knowledge and attitudes, they
face limitations in reliably predicting individuals'
actual behavior, as they rely predominantly on
subjective survey data. Similarly, maturity models
evaluate organizational policies but do not delve
into the depths of individual motivation.

The proposed six-component conceptual
model of Individual ISC is designed to address
these limitations. The model initially covers
knowledge and skills (Cyber-threat awareness,
Technical knowledge). However, the most critical
aspect is the inclusion of psychological factors
such as Risk Assessment and Psychosocial
Motivation. In alignment with the core principles
of the Theory of Planned Behavior (TPB) and
Protection Motivation Theory (PMT), these two
components act as powerful moderators that
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activate an individual's internal sense of
responsibility and risk consciousness.

Another fundamental advantage of the model
is the presentation of Security Behaviors as a
distinct This approach
necessitates a mixed-methods methodology that
allows for the use of objective data (e.g., phishing
simulations, password update frequency via
system logs) alongside subjective data (surveys)
during the assessment. This integrative approach
serves as a gold standard for obtaining more

reliable and robust results

outcome measure.

in ISC research.
Ultimately, the model offers a strategic framework
that enables organizations to measure how
effectively security training (knowledge) translates

into an individual's daily habits (behavior).

4.1. Socio-Political and Economic
Significance of the Model

The proposed Individual ISC model transcends
the boundaries of individual behavior and acts as
a strategic engine ensuring the resilience of the
modern digital ecosystem. The implementation of
the model holds fundamental importance in the
following three macro-level directions:

e Social Target: Formation of Digital Trust. The
sustainability of social relations and economic
exchange in a digital society depends on
individuals' the
environment. By developing "digital hygiene"
habits among users, the Individual ISC model
builds collective resilience against cyber-fraud.
Individual ISC also acts as a protective barrier

trust in technological

ensuring the psychological and social safety of
individuals in the digital sphere. Particularly in
protecting school-aged children from internet
addiction and online threats, the formation of
personal awareness and behavioral culture is
of critical importance (Aliguliyev et al., 2014).
Dutton (2017) notes that cybersecurity culture
is not merely technical protection but also a
form of social capital that enhances digital
participation by strengthening the sense of
personal safety in the online environment. This
approach serves to preserve social well-being
during the society's digital transformation
process.

e Political Target: National Cyber-Resilience
and Sovereignty. In public
administration, cybersecurity strategies cannot

modern
be considered effective without a citizen
component. The proposed model elevates the
citizen from the status of a "passive user” to an
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"active defender." This is a crucial factor in
ensuring the state's cyber-sovereignty and
political stability, particularly during mass
cyber-attacks and disinformation campaigns.
As  emphasized in UN  Resolution
A/RES/57/239 (2002), building a global culture
of cybersecurity relies directly on the principles
of individual responsibility and awareness,
which constitute an internal component of
national security.

e Economic Target: Minimizing Cyber-Losses

and Cost Optimization. Global economic
losses resulting from cybercrime are fueled by
security gaps at the individual level. Ensuring
the security of personal data reduces economic
damages such as identity theft, phishing
attacks, data
Implementing the Individual ISC model allows
both the public and private sectors to transfer
"reactive" expenditures —aimed at remediating
the consequences of cyber-incidents—into
"proactive”" protection (education and habit

and  personal breaches.

development).

5. Conclusion

Against the backdrop of the rapid expansion of
the digital environment, the adequate and reliable
assessment of individual Information
Security Culture has become critically important.

users'

Through a systematic review of existing ISC
models, has determined that the
primary shortcomings stem from organization-
centric approaches and subjective measurement
methods.

this article

The main contribution of this research is the
proposal of a six-component conceptual model of
Individual ISC, which successfully integrates
"knowledge," "psychological motivation,"
"behavior" elements. The model's focus on internal

and

factors such as "risk assessment" and "sense of
responsibility” establishes a universal framework
for measuring the cybersecurity culture of both
organizational and independent
individuals. This approach confirms the necessity
of a mixed-methods methodology (the synthesis
of objective and subjective data) to overcome the
problem of subjectivity in ISC research.

Future research should focus on developing a
completely new, objective assessment instrument
(survey tool) based on the proposed model and
conducting its empirical validation across diverse

employees

user groups in real-world settings. This will
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provide an accurate, evidence-based tool for
determining the effectiveness of ISC programs.
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