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Medical disinformation poses a serious threat to medical demographic security by distorting
health behavior at scale, often amplified by confusion among individuals seeking reliable medical
information across diverse topics. These distortions can increase vaccine hesitancy, encourage
unproven or harmful practices such as ingesting bleach as a purported COVID-19 treatment, and
delay evidence-based care. Medical disinformation also erodes trust in health institutions and
contributes to cumulative harms, including increased morbidity and mortality, widening health
disparities, and, in some cases, real-world violence linked to conspiracy narratives. Despite rapid
advances in automated detection methods, the evidence base remains fragmented, obscuring
dominant approaches, required resources, and critical research gaps. This paper presents a
systematic review of medical disinformation detection research. Major modeling paradigms and
reported evaluation evidence are synthesized, encompassing traditional machine learning, deep
learning and transformer-based models, knowledge graph approaches, and fact-checking
pipelines, together with the datasets and medical knowledge resources that support them.
Commonly used feature types are categorized, their strengths and limitations are assessed,
persistent weaknesses in resources and detection pipelines are identified, and targeted
recommendations are offered to improve future systems and support more reliable medical
informatics that strengthens medical demographic security.

1. Introduction

The proliferation of misinformation and
disinformation in the medical and health domains
global

represents a  pressing

health tools, underscoring the broader relevance
of health misinformation in digital platforms
(Graefen & Fazal 2025). For the purposes of this
research, both terms are considered together and
used interchangeably due to their shared capacity
to undermine medical-demographic security.

challenge,
Population health security (PHS) refers to a

exacerbated by the widespread accessibility of
online platforms and the scale at which health-
related content can be monitored, amplified, and
evaluated (Schlicht et al. 2023; Abdullayeva 2025).
While often used interchangeably, misinformation
refers to false or inaccurate information spread
without intent to deceive, whereas disinformation
is false information deliberately intended to
mislead or cause harm (Hameleers 2022; Siani et
al. 2024). In parallel with the expansion of digital
health services and app-based care, policy and
implementation efforts have also highlighted risks
related to false or misleading claims about digital

81

state in which citizens, society, and the
environment are protected from threats that can
harm physical and mental health (WHO). PHS
emphasizes safeguarding people from diseases,
injuries, and adverse environmental exposures
through a set of measures aimed at disease
prevention, the creation of safe living conditions,
and improved access to medical care.
Medical-demographic security (MDS) is a
broader concept. According (Mammadova et al.
2025), MDS is defined as a state in which the
population’s public health is protected from
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threats arising from internal and external factors
that affect the quality, structure, and size of the
population. In the context of Healthcare 4.0, MDS
is achieved through the development of a
monitoring and control system for morbidity,
mortality, population aging, reproductive health,
and other indicators
(MDISs). Such a system enables systematic tracking
of MDI trends and supports public health

decision-making aimed at mitigating threats that

medical-demographic

disrupt natural reproduction and the living
conditions of the population.

The COVID-19 pandemic exemplified the crisis
through the "infodemic"—a term coined by the
World Health Organization to describe the
overwhelming flood of both
misleading content—which precipitated
world harms, including hospitalizations from
ingesting bleach-based substances purported to

accurate and

real-

combat the virus.

The spread of such misinformation complicates
the identification of reliable information
(Imamverdiyev and Sukhostat 2023), fosters
vaccine hesitancy (Xiang and Lehmann 2021),
promotes adoption of unproven therapies, and
delays evidence-based care, culminating in
elevated morbidity and mortality (Sell et al. 2021;
Smith et al. 2023). It disproportionately burdens
various demographic groups, exacerbating health
disparities (Kisa and Kisa 2024; Senteio et al. 2025),
suboptimal decision-making, and psychological
strain across populations (Kauk et al. 2024; Senteio
et al. 2025), while eroding trust in health
institutions and authorities (Falyuna 2022). These
dynamics destabilize public health systems and
demographic structures, with implications for
medical-demographic security through distorted
health  behaviors,
cumulative
2022).

Although research targets
disinformation on core medical topics like
COVID-19, pernicious campaigns often extend

widened inequities, and

population-level harms (Falyuna

much
beyond strict health domains, inflicting profound

effects on public health
demographics. Conspiracy theories alleging that

indirect and
5G networks cause or exacerbate COVID-19 via
radiation proliferated rapidly on social media
(Ahmed et al. 2020; Barve and Saini 2023), inciting
destructive acts such as arson attacks and
vandalism on essential mobile phone masts
(Ahmed et al. 2020) eroding
confidence in experts, thereby amplifying vaccine

hesitancy (Ahmed et al. 2020; Langguth et al.

and further
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2022). Similarly, the tobacco industry's decades-
long risks,
touting illusory "safer" products, and fabricating
scientific uncertainty —prolonged high smoking
rates,

disinformation —misrepresenting

exacting enduring demographic costs
including millions of premature deaths and
entrenched inequities (Tan and Bigman 2020).
These
adjacent disinformation warps risk perceptions,

behavioral

cases illustrate how medical and

norms, and institutional trust,
compounding threats to medical-demographic
security. They highlight the imperative for
advanced automated detection frameworks,
addressing fragmented evidence bases, resource
limitations, and generalization challenges to
bolster reliable medical informatics (Schlicht et al.
2023). Fig. 1. depicts examples of widely circulated

health misinformation claims.

Vaping and 'light' tobacco
products are harmless or
much safer than smoking,
so they don't really harm
health.

COVID-19 vaccines
cause infertility / contain
microchips for tracking.

L

Unproven 'natural’ cures
can treat or cure cancer
(e.g., baking soda, miracle
mineral solution, high-dose
vitamins) and are better
than standard therapy.

5G causes or
spreads COVID-19.

Fig. 1. Illustrative examples of disinformation

In response, recent years have witnessed a
marked increase in scholarly efforts to develop
automated  detection
language
machine learning techniques (Barve and Saini
2023; Schlicht et al. 2023). Prior to 2019, resources
for health misinformation detection were scarce,
with only isolated datasets available; however, the

methods, particularly

leveraging natural processing and

pandemic spurred the creation of over 20 COVID-
19-focused datasets and numerous studies
applying advanced models such as transformers
(Sanaullah et al. 2022; Schlicht et al. 2023). While
of this on COVID-19,
emerging research addresses broader medical
topics, highlighting the need for generalized
approaches beyond pandemic-specific contexts
.(Sharifpoor et al. 2025).

While a growing body of review literature has
examined automated health and medical
detection,
predominantly focus on cataloguing learning
algorithms or benchmarking model performance,
often within narrow topical scopes such as
COVID-19. Comparatively limited attention has

much work centers

misinformation existing  surveys
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been devoted to cross-paradigm synthesis at the
level of feature representations, or to system-level
integration of knowledge-driven verification with
general misinformation detection methods. These
gaps that
emphasizes feature-centric comparison, resource

motivate a consolidated analysis

limitations, and integrative detection architectures
capable of operating under evidential uncertainty,
providing context for the detailed review and
synthesis presented in the following sections.

2. Related work

Numerous approaches have been developed to
address the challenge of  automated
disinformation and misinformation detection in
the medical and health domains. Predominant
among these are traditional machine learning
methods, including supervised classifiers like
support vector machines and random forests,
alongside modern deep learning techniques such
as convolutional neural networks, bidirectional
long  short-term  memory networks,
transformer-based models .(Sotto and Viviani
2022; Hussna et al. 2024). These methods have
demonstrated promising qualitative performance

and

in identifying misleading health-related content,
particularly on social media platforms and news
sources, by leveraging features ranging from
linguistic and stylistic cues to domain-specific
medical embeddings (Zhao et al. 2020; Sotto and
Viviani 2022).

However, prior studies consistently identify
key limitations inherent to these approaches.
Datasets often suffer from insufficient size, narrow
topical scopes—frequently limited to COVID-19—
and constraints in linguistic diversity, cultural
adaptability, and sample balance, which hinder
model generalization across broader health
contexts (Ayoub et al. 2021; Hussna et al. 2024).
Feature engineering pipelines, while effective for
certain textual and multimodal inputs, struggle to
comprehensively capture all relevant semantic,
contextual, and affective elements due to token
limits, embedding constraints, and the inherent
design of machine learning architectures (Sotto
2022; Schlicht et al. 2023).
Furthermore, many systems incorporate human-
in-the-loop  mechanisms, expert
annotation for ground truth labeling or hybrid
which
scalability

and Viviani
such as
validation in fact-checking pipelines,

enhance reliability —but
challenges and elevate costs, particularly for real-

impose
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time deployment (Nabozny et al. 2022; Martinez-
Rico et al. 2024).

Emerging efforts address these opacity issues
through explainable Al techniques, such as LIME
integrated with BiLSTM and SHAP with
DistilBERT, which provide transparent rationales
in COVID-19 and health
misinformation detection (Ayoub et al. 2021;

for predictions

Hussna et al. 2024). These methods improve trust,

debugging, and societal safeguards against
harmful mispredictions, while deep learning's
"black-box" nature persists as a key challenge
requiring transparency (Nabozny et al. 2022;
Schlicht et al. 2023). Notably, XAI represents the
most user-friendly approach from a legal
perspective, facilitating regulatory compliance
(e.g., EU Al Act mandates for high-risk systems)
and accountability through auditable explanations
(Mollas et al. 2023; Ramachandram et al. 2025).
Despite substantial research activity and many
promising results, real world
deployment of medical misinformation detection
systems remains challenging due to limited

generalizability, shifting health narratives, and

experimental

practical constraints in scalability and reliability.
This persistent gap
performance and operational
underscores the need for a consolidated synthesis
of current approaches and evidence to identify

between  benchmark

effectiveness

what works, where it fails, and how future
systems can be strengthened. The aim of this
review is to consolidate recent advances in
medical disinformation detection by synthesizing
approaches, the
knowledge graphs on which they rely, and the
principal feature families used in practice. To
address these gaps, a systematic review of 70

recent publications is conducted, complemented

prevailing datasets and

by an in depth analysis of the 45 most relevant
studies. A structured comparison of feature
categories is presented, limitations in current
datasets and knowledge resources are critically
examined, and targeted recommendations are
offered, including directions for extending feature
design, to support the development of more
robust medical informatics solutions.

3. Materials and methods
3.1. Review methodology

To conduct this systematic review, relevant
publications were initially identified by searching
scientific databases using the terms "medical
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disinformation", "medical misinformation”,
"disinformation detection” and "fake news detection
in medical domain". The search was restricted to
papers published from 2019 onwards, given that this
year marked a significant increase in health
misinformation, largely attributed to the onset and
progression of the COVID-19 pandemic (Sell et al.
2021; Xiang and Lehmann 2021; Sanaullah et al. 2022;
Barve and Saini 2023; Schlicht et al. 2023), as further
illustrated in Fig. 2. Following this initial collection,
papers were preliminarily scored based on their
relevance to the research objectives, utilizing large
language models. The highest-scoring papers then
underwent a rigorous manual analysis to select
those most pertinent for inclusion in this review

article.
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PubMed / PMC /
-— ACM Digital Library r
600 : : /
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Fig. 2. 'Medical Disinformation' Search Results
Across Academic Platforms (2005-2025)

3.2.Problem solution

3.2.1 Methods and frameworks for medical
disinformation detection

Beyond early machine-learning approaches, a
substantial line of work exploits structured
knowledge and graph-based models for health
The DETERRENT
model introduces a knowledge-guided graph
attention network that links health articles to
entities in a medical knowledge graph and
propagates evidence across article—entity and
entity—entity edges to classify cancer and diabetes
misinformation (Cui et al. 2020). While
DETERRENT reports substantial gains over text-
only baselines on two curated datasets, its

misinformation detection.

performance is tightly coupled to the coverage
and correctness of the underlying knowledge
graph and ignores temporal dynamics and user
interaction signals such as comments or expert

responses.
In a similar spirit, the TMD-GLP method for
automatic detection of COVID-19 vaccine
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misinformation casts the problem as graph link
prediction by organizing the COVAXLIES dataset
of tweets into a Misinformation Knowledge Graph
and leveraging knowledge embedding models to

score links between posts and known
misinformation targets (Weinzierl and Harabagiu
2021). This neural architecture outperforms

classification baselines on vaccine-related Twitter
data but remains limited to a narrow domain,
short social-media posts, and ignores conversation
threads.

More recent work on building a framework for
fake news detection in the health domain
introduces the KEANE dataset and a multi-stage

pipeline that first identifies check-worthy
sentences, then performs sentence-level fact-
checking before aggregating to article-level
veracity labels (Martinez-Rico et al. 2024).

Although this framework combines Transformers,
MetaMap-based concept
extraction and knowledge-graph resources, the
authors  highlight  important  limitations:
incomplete knowledge bases, reduced
interpretability of Transformer models, heuristic

classical classifiers,

article-level aggregation that can underperform
end-to-end models, considerable
computational cost for large-scale deployment.

and

A second cluster of studies focuses on
automated fact-checking  pipelines and
explainable verdicts for health claims. The

Content Similarity Measure approach treats online
health URLs as candidates to be verified against a
set of trusted sources; it computes lexical,
semantic, sentiment and domain-specific
similarity features between target and reference
content, and then classifies articles using threshold
rules and machine-learning models (Barve and
Saini 2023). This fact-checking-based framework
achieves strong performance across multiple
health datasets but is constrained by the coverage
of its reference sources and operates primarily at
document level, with limited ability to reason
about fine-grained claims or multimodal cues.
Explainable Automated Fact-Checking for Public
Health Claims goes further by introducing the
PUBHEALTH dataset, where each claim is labeled
with a veracity decision
justification. Transformer-based models can reach
competitive claim-level accuracy but struggle to
generate faithful explanations and the dataset
remains confined to English claims and to existing
fact-checking outlets (Kotonya and Toni 2020).
HealthFC frames medical fact-checking as a

natural-language-inference task, linking consumer

and a free-text
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health
systematic
supported, refuted or not-enough-information
(Vladika et al. 2023). Evidence-aware models
improve over simple text classifiers, but the
that expert
annotations are costly and that coverage is limited
to topics with existing systematic reviews, leaving
many emerging or low-resource conditions
unaddressed. Check-COVID similarly constructs a
benchmark where news claims are verified against
CORD-19 abstracts, using a RoBERTa-based
pipeline for abstract retrieval, rationale selection
and veracity prediction (Wang et al. 2023). While
macro-F1 scores above 80 on oracle settings

claims to evidence sentences from

reviews and classifying them as

authors emphasize high-quality

demonstrate that current models can fact-check
many composed and claims,
performance drops sharply when realistic
retrieval is used and when temporal or numerical

extracted

reasoning is required, highlighting the difficulty of
grounding health claims in scientific literature at
scale.

Many works still cast health misinformation
detection as supervised text classification over
social-media or news content, often introducing
new datasets. Dissecting the Infodemic provides
an in-depth analysis of COVID-19 misinformation
on Twitter/X, benchmarking traditional machine-
learning models and deep neural networks on
manually labeled tweets (Hussna et al. 2024). The
study shows that transformer-based models
substantially outperform linear baselines and that
domain-adapted language models are particularly
effective, but also notes overfitting risks, limited
cross-topic generalization and a strong focus on
English COVID-19 content. Luo et al. propose
deep learning models for ternary classification in
COVID-19
modeling “uncertain” content in addition to true

infodemic  detection,  explicitly

and false claims (Luo et al. 2024). Their
experiments on an English COVID-19 dataset
indicate  that several deep architectures

outperform classical classifiers, and that including
an uncertainty class improves robustness to
borderline or incomplete statements; nonetheless,
performance varies widely across models, training
data remain modest in size, and results are again
restricted to a single language and crisis.
Detecting Misleading Information on COVID-19
applies an ensemble of classical methods and
neural three
annotated tweets, using a three-level voting
strategy to label posts as accurate, inaccurate or
The

architectures to over million

unverifiable. approach achieves strong
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performance on the authors’ large-scale corpus,
but requires
narratives emerge and inherits labeling noise from
automatically propagated annotations (Elhadad et
al. 2020).

Automatic detection of COVID-19 vaccine
misinformation with graph link prediction also
targets vaccine narratives but frames the task as
inferring links between user posts and curated
scientific claims; while this graph formulation
improves performance over purely textual
baselines (Weinzierl and Harabagiu 2021), it still
depends on a manually curated set of “ground
truth” statements and does not directly address
out-of-graph or evolving rumors.

continuous retraining as new

Complementing these task-specific models,
several papers offer broader syntheses of the field.
A recent systematic review on automatic detection
of health misinformation surveys approaches
across diseases, platforms and modalities,
concluding that most existing systems rely on
supervised learning over user-generated text, with
little attention to cross-domain

generalization, multilingual settings or integration

relatively

of knowledge graphs, user networks and temporal
features (Schlicht et al. 2023).

Another overview of health misinformation
detection in the social web adopts a data-science
perspective,  cataloguing
algorithms and evaluation

features, learning
practices,
highlighting that many pipelines still use generic
text classifiers with limited domain adaptation,

explainability, or user-centric evaluation (Sotto

and

and Viviani 2022). A systematic review of
machine-learning COVID-19
misinformation further shows that deep learning
and transformer models dominate recent work,
but that most studies remain confined to a handful

applications  for

of English datasets, focus on binary classification,
and rarely study longitudinal impact or real-
world deployment (Sanaullah et al. 2022).

Finally, research on reliable misinformation
mitigation with GPT-4 and smaller language
models demonstrates that large language models
can achieve or surpass state-of-the-art accuracy on
several benchmark veracity-classification datasets
in zero-shot or lightly prompted settings, while
also being able to express epistemic uncertainty.
At the same time, the authors show that
degrades
dependent cases and that careful calibration and

performance on harder, context-
evaluation are needed to avoid overconfident but
wrong judgments, especially in high-stakes

domains like health (Pelrine et al. 2023).
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A distinct strand of work introduces human-in-
the-loop and expert-support frameworks for
medical misinformation. Nabozny et al. propose
filtering classifiers that prioritize non-credible
medical expert
substantially increasing efficiency in identifying
health topics
depending on training data and potentially
biasing surfaced content (Nabozny et al. 2022).

Mendes et al. present an end-to-end pipeline
for COVID-19 treatment claims on Twitter that
extracts and ranks trending claims by check-
worthiness before classifying stance toward false
treatments; human evaluation confirms it detects

statements for review,

misinformation across while

about half of new misleading claims before news
debunking, with two-thirds of flagged tweets as
policy violations and ~124 violations confirmed
per annotator-hour, though it requires oversight,
is platform-specificc and may overlook rare
rumors (Mendes et al. 2023).

Other studies examine domain-specific medical
narratives with lightweight features. Fridman et

al. analyze social media posts on unproven cancer

therapies, classifiers on
stylistic, and readability cues to achieve up to 73%
accuracy in flagging misleading content; while

interpretable, results are modest, cancer-focused,

training linguistic,

and rely on manual "unproven" labeling (Fridman
et al. 2025). Table 1 summarizes one representative
high-performing approach for each major method
family considered in this review: traditional
machine learning, deep learning, knowledge-
graph-based models, large language models
(LLMs), and combined or hybrid systems. For
each family, we report a widely cited exemplar
method together with the task setting and its
headline accuracy or Fl-score as reported by the
original authors. These figures are not directly
comparable across datasets or label schemes, but
they illustrate the relative maturity of different
modeling paradigms and highlight that high
performance can be achieved by both classical and
more recent architectures when evaluated in
suitably constrained scenarios.

Table 1. Representative high-performing approaches to medical misinformation detection, grouped by

method family
R -
Method group eprese;tizllzle paper/ Task (roughly) Headline metric Limitations
SVMonCOVIDIIFake . oy " oretions sbsence of etual
Traditional ML News Dataset y Acc/F1=93.32% !

(Patwa et al. 2021) fake-news detection verification, specifically prepared

datasets, lack of explainability

Limited or imbalanced datasets,

BERT in ternary COVID- 3-way COVID -
. . . . . . o overfitting, absence of factual
Deep Learning 19 infodemic detection infodemic Acc = 81.01% e b .
e . verification, lack of explainability,
(Luo et al. 2024) classification .. .
limited contextual understanding
Krowled DETERRENT (KG- Binary health Dependezcz Og,zpelrthsf’ kl? Oyledge
n i
owledge guided GAT) misinformation Acc 92.06% / 96.52% update . cuity, _ac ?
Graph (Cui et al. 2020) (diab/can) complementary information (i.e. apart
' from knowledge base)
Computationally intensive and
GPT-4 Binary on LIAR- Gene:ral claim Acc 81.2% (all) / resource-de.manding, .limi.ted token
LLM New veracity (LIAR- 91.0% (Possible) encoding, hallucinations,
(Pelrine et al. 2023) New) - overconfidence without knowledge,
evaluation difficulty
. — o . -
. CSM algorithm (multi Health URL fact- . Acc up to 91.06% Error propagatlon. in m.ulltl stage
Combined / dataset) checking. multi (internal), 87-89% on systems, evaluation difficulty,
Hybrid (Martinez-Rico et al. Corg/us CoAID/ReCOVery/F dependence on reliable external
2024) P akeHealth sources, computationally intensive
3.3 Datasets

Several authors contribute specialized datasets
related to disinformation in medical domain. A

medical, COVID-19-specific, vaccination-focused,
and other health-related disinformation datasets,
each designed to support various computational
tasks such as classification, stance detection,
credibility estimation, and narrative analysis. The
datasets differ substantially in size, linguistic

consolidated overview of the most widely used
datasets in the domain of medical and health-
provided. These
resources represent a diverse collection of general

related misinformation is

86
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coverage,
modalities—ranging from social media posts and
news fact-checked and
knowledge-enhanced representations. By
compiling these datasets in a unified format, Table
2 highlights the breadth of empirical resources
available the and
underscores the evolution of misinformation

annotation methodology, and data

articles to claims

to research community

datasets toward larger, more heterogeneous, and
more rigorously validated benchmarks.  This
overview also serves as a foundational reference
comparing methodological approaches
reviewed in this paper and for identifying gaps
multilingual veracity
annotation quality, and domain specificity in

for

related to coverage,

medical misinformation research.

Table 2. Overview of publicly available datasets for medical and health-related misinformation research

Dataset Primary Topic Size / Entries Format / Data Type Source / Link
CoAID (Cui and . . i
Lee 2020) COVID-19 ~300,000 Articles, posts, fact-checks https://github.com/cuilimeng/CoAID
FakeHealth (Dai et General health ~4,000 Articles with metadata https://github.com/yagingwang/Faketle
al. 2020) alth
ANTi-Vax (Hayawi Vaccination 700,000+ Tweets https:// glthub.co'm/ sarahhayawi/ANT
et al. 2021) i-Vax
ReCOVery ~2,000 news Articles with credibility ~ https://github.com/baohq1999/ReCO
COVID-19 .
(Zhou et al. 2020) articles labels Very
ArCOV19-Rumors
https: ingface. -
(Haouari et al. COVID-19 10,000+ Arabic tweets ttps://huggingface.co/datasets/asas
ai/ArCOV19-Rumors
2020)
CHECKED (Yang General health 6,000+ Claims + fact-checks https://github.com/cuilimeng/CHECK
et al. 2021) ED
Medical Cred.1b1hty General Statements, credibility https://github.com/alenabozny/medic
Corpus (Schlicht et . 1,000+ -
al. 2023) medical labels al_credibility_corpus

3.4 Knowledge Resources

In the domain of medical misinformation

detection, knowledge resources—particularly

structured medical knowledge graphs and
bases—play a pivotal role by encoding entities
such as diseases, symptoms, treatments, drugs,
and their semantic relations as derived from
authoritative biomedical sources. These resources

differ fundamentally from the plain-text datasets

Glucose

=

_./‘/—\\
—Regulates—| Insulin
N

\k-_,/

Causes

7Daeancha\*

/\‘—/ \ /
N~—
ncreascsﬂlskFor

ReducesRiskFor

| Diabetes Mellitus |

N

( Physical Activity )
‘\\-\_h///

/’_“\:

_,

outlined earlier, which primarily serve as labeled
corpora for supervised classification tasks such as
stance detection or veracity labeling. Instead,
knowledge graphs provide a stable relational
backbone that
concepts and associations. The common structure

models medically plausible
of knowledge graphs is illustrated schematically
in fig. 3, which shows simple medical examples of
entities connected by relations.

AT

Diabets %HcduccsRiskFurf'_ Pancreatic Islet |

Obesity

ComponentOf

Metabolic

\_ Syndrome /

Fig. 3. Example of medical knowledge graph triples representing entity—relation—entity facts in the medical
domain.
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When integrated into misinformation detection
systems, they support entity normalization across
heterogeneous terminologies, enrich unstructured
text through links to canonical concepts, and enable
reasoning over interconnected facts that can expose
implausible or inconsistent medical claims. Table 3
summarizes the main medical knowledge graphs.
Complementing these structured knowledge
resources are fact-checking and verification datasets
in the health domain. These datasets typically consist
of individual, well-defined claims paired with
evidence passages from credible sources such as

scientific articles, clinical studies, or expert fact-
checking reports. Each claim is annotated with a
veracity label (for example, supported, refuted, or
not-enough-information), and in some cases
accompanied by short textual justifications. The
claim-verdict-evidence structure is illustrated in Fig.
4. In the first case, the claim “Melatonin helps against
jet lag” is accompanied by supporting evidence
derived from scientific studies, leading to a
Supported verdict, which indicates that the available
evidence substantiates the claim

Table 3. Medical knowledge graphs / knowledge bases for misinformation detection

Knowledge
D ipti Size/C Key Feat
Graphs/Bases escription ize/Coverage ey Features
Multi-li 1 bi dical
UMLS Metathesaurus wit ll’lgUE.l 1ome? 1ca 1M+ concepts, SM+ Hierarchical & associative
(Nguyen et al. 2021) vocabulary integrating 100+ names relationships, semantic types
g1y ' controlled vocabularies ps/ yP
13 relati ith
KnowlLife Biomedical KB from scientific 500K+ facts, 25K relations wi

(Cui et al. 2020)

literature and health portals entities, 591K triples

positive/negative types, 93%
precision

Wikidat
(V\} idata ter ot al Collaborative open-source 1.65B triples, 116M Community-edited, CCO
m r .
ZOZza;g cestereta multilingual knowledge graph items license, largest open KG
YAGO High-quality KB from Wikipedia, 95% accuracy, temporal/spatial

(Suchanek et al. 2023)

132M facts (v4.5
WordNet, Wikidata, GeoNames acts (v4.5)

dimensions, human-readable

In contrast, the claim “Brain training boosts
intelligence” is that
questions its validity, resulting in a Refuted
verdict, where the evidence contradicts the
asserted statement.

Finally, the claim “Caffeine reduces attention”
is associated with no
producing a Not Enough Information verdict,

paired with evidence

retrieved evidence,
which reflects insufficient or missing data to draw
a reliable conclusion.

These examples highlight the fundamental
differences between verification outcomes: claims
may be confirmed,
unresolved depending on the presence, relevance,
Such
distinctions are essential for modeling realistic
fact-checking scenarios, particularly in domains
like health, where incomplete or conflicting
information is common. Such datasets enable

contradicted, or remain

and strength of supporting evidence.

models to perform evidence retrieval, assess the
relationship between a claim and its supporting
or contradicting texts, and generate explanations
that mirror expert verification processes. Table 4
summarizes the fact-checking and verification
datasets.
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Claim: Melatonin helps against jet lag

... Overall, the studies show that

Evidence: )
melatonin may help ...

Verdict: Supported

Claim: Brain training boosts intelligence

... A review from 2013 casts

Evidence: doubt ...

Verdict: Refuted

Claim: Caffeine reduces attention

Evidence: NULL

Verdict: Not Enough Information

Fig. 4. Schematic representation of fact-
checking and verification datasets as claim—
verdict-evidence triples.

3.5 Results

Feature engineering represents a fundamental
stage in medical disinformation detection, as
feature representations directly influence model
robustness and generalizability. Content-based
features, such as lexical, syntactic, and semantic
commonly used with traditional

cues, are
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machine-learning and deep-learning models,
where effectiveness is often limited by shallow
semantics and domain dependence. Source-based,
propagation-based, and behavior-based features
are more frequently associated with statistical and
graph-based approaches, enabling the exploitation
of credibility signals and interaction patterns but
remaining constrained by data availability and
platform access. Knowledge-based features
underpin knowledge-graph and fact-checking
pipelines, where performance is strongly
conditioned by knowledge coverage, entity
normalization, and the integration of external
medical resources.

Despite the prominence of SVM-based, deep-
learning, and transformer-based paradigms in
medical  disinformation  detection, system
performance is strongly conditioned by the feature
representations provided to these models. Feature
engineering was therefore analyzed as a distinct
dimension of the literature and grouped into five
categories: content-based, source-based,
propagation-based, behavior-based, and
knowledge-based features. Content-based features
align most directly with SVMs and neural text
models (including transformers), but are often
limited by shallow semantics, multilingual
variation, and rapidly evolving medical
terminology (Sotto and Viviani 2022; Schlicht et al.
2023). Source-based features are typically
integrated into statistical or hybrid pipelines to
proxy credibility, yet their utility is constrained by
incomplete metadata and limited automation

(Enyan et al. 2020; Martinez-Rico et al. 2024).
Propagation-based and behavior-based features
are most naturally exploited by graph-based and
temporal models, but are frequently underused
due to platform restrictions and data scarcity that
impede cascade- and coordination-level analysis
(Zhao et al. 2020; Hussna et al. 2024). Knowledge-
based features underpin knowledge-graph and
fact-checking pipelines through entity linking and
relational verification, but their effectiveness
depends on knowledge coverage and is
particularly challenged during emerging crises
(Cui et al. 2020; Chen et al. 2022). Overall, the
reviewed evidence indicates that “model
dominance” cannot be interpreted independently
of representation choices, which determine
robustness and generalizability across settings.

To present the results of the analysis on feature
representations in medical and health-related
misinformation detection, existing studies were
reviewed and the features were categorized into
five principal types: content based, source based,
propagation based, behavior based, and
knowledge based. Table 5 delineates the key
strengths and limitations of each type, such as
content based features' proficiency in detecting
linguistic anomalies and persuasive rhetoric
alongside  their vulnerability to shallow
semantics, or knowledge based features' robust
entity linking tempered by sparse coverage in
crises—while assessing the severity of these
limitations  for  system  robustness and
generalizability.

Table 4. Fact-checking and verification datasets

Fact-Checking

Databases / Description Size/Coverage Key Features
Verification Datasets
HealthFC (Vladika et Bilingual (German/E.nglish) health cl;?ims dataset with 750 claims ExPert veracity labels,
medical expert verdicts backed by evidence from . rationale sentences,
al. 2023) .. . . . (bilingual) .
clinical trials and systematic reviews. level of evidence
. Scientific claim verification dataset with expert-written = 1.4K claims SUPPORTS, REFUTES,
SciFact (Wadden et . . . . .. . .
al. 2022) claims paired with evidence-containing abstracts from  with evidence =~ NOT_ENOUGH_INFO
' research literature. abstracts + rationales
FEVER (Nie et al. ?arge‘-/\s:{?e fzc.t e;\t;zctllon ar;dbven}ficatlinfdaiaset f ?‘i;i?_sc;-le SUPPORTS, REFUTES,
rom Wikipedia. Widely used benchmark for transfer ikipedia-
2020) P Y P NOT_ENOUGH_INFO
learning in fact-checking research. based)
healthfeedback.org Expert-curated health fact-checking database from

(Dammu et al. 2024) Health Feedback organization.

784 entries Expert-reviewed

FakeCOVID (Shahi
and Nandini 2020)

Large multilingual COVID-19 dataset with granular
labels from multiple fact-checking organizations. points

Multi-label (Correct,
Fake, False,
Misleading, Mixed)

7,621 data
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4. Discussion

Looking back at the
in table 1,

learning algorithms achieve strong performance
on specific, narrowly defined datasets
domains. However, these models rarely sustain
comparable results in real-world settings. Their

existing methods
summarized traditional machine

and

feature representations typically encode little
explicit medical knowledge, or at best capture
highly specialized and narrow aspects of the
domain. As soon as the topic, platform, or
population shifts, these models struggle to
generalize beyond the conditions under which
they were originally trained.

Deep learning and large language model
(LLM)-based approaches tend to exhibit better
generalization, particularly when applied to
previously unseen contexts. By learning richer
semantic and contextual representations, they are
more capable of capturing patterns associated
with medical misinformation that were not
explicitly hand-crafted as features. Nevertheless,
even these advanced models benefit substantially
from access to external knowledge resources. In
principle, integrating medical knowledge bases

can temper purely statistical judgments with

medically grounded constraints. In practice,
building and maintaining such knowledge bases
requires sustained effort from domain experts,
and several of the reviewed studies highlight the
technical difficulty of effectively incorporating
these
pipelines. Across the reviewed literature, many
authors emphasize that achieving higher
reliability and accuracy typically requires humans

to remain in the loop, leaving most systems

resources into end-to-end detection

effectively semi-automatic. Expert annotators are
needed to construct ground-truth labels, to curate
and update knowledge bases, and in some cases to
validate or predictions in
operational settings. This reliance on human

override model
oversight is particularly evident in fact-checking
frameworks, which generally produce one of three
logical outcomes for a given claim: supported,
refuted, or not enough information. While the first
two categories yield actionable decisions, the third
exposes a persistent zone of ambiguity. When
available evidence is insufficient, the system
cannot safely classify the claim as either true or
false, yet leaving it entirely unresolved is often
unsatisfactory from a practical perspective.

Table 5. Feature types used in medical misinformation detection: strengths, limitations, and severity of their

impact
Feature Type Strengths Limitations Severity
Analyzes grammatical, syntactic, and semantic Often shallow without domain semantics;
patterns; detects persuasive rhetoric, struggles with implicit claims, multilingual
Content- sentiment/emotional cues, readability issues, and variation, and emerging terminology. Over- Medium
based linguistic anomalies typical for misleading reliance on text-only signals limits
medical content. Enables fine-grained linguistic ~multimodal and temporal reasoning (Sotto
profiling. and Viviani 2022; Schlicht et al. 2023)
Prc.>x1¢?s. experhse' via metadata, enhancing user Overlook full automation challenges Medium-
Source-based reliability detection (Enyan et al. 2020; Sotto (Martinez-Rico et al, 2024) High
and Viviani 2022)
Propagation-  Reveals viral anomalies in tweet cascades Pack .due to data sca?c1ty o platform.hm'lts, .
based (Hussna et al. 2024). ignoring temporal spikes or bot coordination Medium
(Zhao et al. 2020; Hussna et al. 2024)
Behavior- Behavioral cues like interaction patterns can Lack due to data scarcity or platform limits,
based outperform  linguistics in some online ignoring temporal spikes or bot coordination = Medium
communities (Zhao et al. 2020) (Zhao et al. 2020; Hussna et al. 2024)
Knowledge graphs provide verifiable relations, Integration is rare, constrained by graph
Knowledge- . i, . . . . . .
based linking entities for healthcare claims (Cui et al. coverage for emerging crises (Cui et al. High
2020) 2020; Chen et al. 2022)
In such “not enough information” cases, manipulative or polarizing tone, heightened

additional processing becomes necessary. One
promising direction, reflected in several of the
reviewed approaches, is to complement fact-
checking outputs with models that learn general
patterns of online disinformation. These include

90

emotional language, and semantic inconsistencies
or oversimplifications that recur in misleading
health By combining fact-checking
outcomes with these content-oriented signals,
systems can at least provide a more nuanced

content.
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assessment of risk, even when definitive evidence

is unavailable, rather than collapsing all
uncertainty into a single undifferentiated
category.

Motivated by these observations, a hybrid
approach to medical misinformation detection is
proposed that jointly exploits knowledge bases
and multiple feature families, including content-,
source-, and propagation-based signals. The goal
is to combine the strengths of knowledge-driven
verification with the broader coverage of general
misinformation detection methods.

Fig. 5 and 6 two high-level
architectures that embody this idea. Fig. 5
presents a sequential pipeline in which an initial

illustrate

fact-checking module operates as the primary
decision mechanism. When the fact-checking
component can confidently return a supported or
refuted verdict, its output is delivered directly to
the user. When it returns not enough information,
the pipeline triggers an additional processing
stage that applies general misinformation
detection models based on content, source, and
propagation features. In this way, the system
prioritizes explicit knowledge when available,
still leveraging learned patterns of
disinformation to provide a more informative
assessment under evidential uncertainty.

while

Fig. 6, by contrast, depicts a parallel
architecture. Here, fact-checking and general
misinformation detection are executed

concurrently, without immediately privileging the
output of either component. The final decision is
produced by an ensemble step that combines the
fact-checking verdict with signals derived from
content-, source-, and propagation-based models.
This design avoids relying solely on the fact-
checking module at any stage,
advantageous knowledge
incomplete or when claims are only partially
covered by existing resources.

Both architectures remain fully consistent with
the the
verification should be central whenever reliable
but robust medical
misinformation detection also depends on
learning broader patterns of misleading
communication and exploiting a diverse set of
feature types. These architectures could also prove
advantageous in non-medical domains and for

which is

when bases are

insights  from review: knowledge

evidence is available,

general disinformation detection.
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5. Conclusion

Medical disinformation poses sustained risks
to public health and, at scale, undermines
medical-demographic security by distorting
health behaviors, eroding institutional trust, and

compounding population-level harms.

/" Input: Article

|

Claim extraction
and fact checking
process

Fact

output

4 d—"  Final Output

Mot enough information

Feature extraction
content based,
source based etc.)
and additional
processing

Fig. 5. Sequential hybrid architecture for
medical misinformation detection

/ Input: Article ,\

General feature
axtraction (content
based, source
based etc.) and
processing

Claim extraction
and fact checking
process

Ensemble:

aggregating
responses

Final Qutput

Fig. 6. Parallel hybrid ensemble architecture for
medical misinformation detection

This review synthesized recent work on

automated medical disinformation detection,
evidence  across
approaches, datasets, feature
structured knowledge resources.

Across surveyed studies, traditional machine
learning, deep learning, knowledge-graph—
enhanced models, and LLM-based approaches

consolidating modeling

design, and
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on constrained
benchmarks; however, performance and reliability

often achieve strong results

remain closely tied to narrow topics, platforms,
and languages. The empirical evidence base is
further constrained by datasets that are
predominantly COVID-19-centric and platform-
specific, limiting cross-domain generalization and
leaving adjacent health-relevant disinformation
only partially covered. Knowledge graphs and
fact-checking resources enable more principled
veracity assessment, but their coverage remains
incomplete, they are costly to maintain, and they
can be difficult to integrate into end-to-end
pipelines. At the feature level, existing systems
continue to rely heavily on content-based and
source-based  signals, while propagation-,
behavior-, and knowledge-based signals are
comparatively  underutilized  despite  their
potential to improve robustness and realism.

Taken together, these findings indicate that
progress in medical disinformation detection,
from a population-level perspective, will depend
less on any single modeling paradigm and more
on integrated system design: knowledge-aware
verification when reliable evidence is available,
complementary feature families when evidence is
sparse, and careful handling of “not enough
information” cases. In practical deployments, this
integration should be paired with explainable Al
and human oversight to support accountability
and safe decision-making in high-stakes settings.
By clarifying the resource landscape and its
limitations and by outlining concrete directions
for richer feature integration, this review aims to
support the development of more reliable medical
informatics systems that better protect medical-
demographic security.
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