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The article presents a comprehensive conceptual and functional analysis of a multi-layer
medical network architecture, examining in detail the operating principles of each layer,
including the sensing layer, communication layer, and processing and service layer. Particular
attention is paid to the scientific analysis of the processes involved in the real-time collection,
transmission, storage, and processing of data generated by medical health sensors. In addition,
the advantages of cloud-based systems in medical network infrastructures, such as scalability,
flexibility, high computational capacity, and centralized management, are comparatively
evaluated alongside their limitations, including data privacy concerns, communication
latency, cybersecurity risks, and dependency on cloud service providers. Furthermore, the
study investigates the structuring of large-scale data collected from medical sensors through
cloud-based processing centers, as well as its analysis using artificial intelligence and machine
learning techniques. These technologies enable early disease diagnosis, health risk prediction,
and the development of personalized treatment plans. The article also demonstrates how
cloud-based medical network infrastructures contribute to improving the quality of healthcare
services, increasing the accuracy of clinical decision-making, and enabling more efficient
management of healthcare resources. Moreover, the principles of establishing dedicated
virtual cloud environments for individual patients within the server infrastructure of cloud-
based processing centers are thoroughly analyzed. The proposed approach is shown to
enhance data privacy and security, strengthen patient control over personal health
information, and support the provision of personalized healthcare services.

1. Introduction

primary objective of a medical network
infrastructure is to monitor patients' health

In recent years, the rapid development of
information and communication technologies
(ICT) has led to significant transformations in the
healthcare sector. In particular, the integration of
medical health sensors, cloud-based systems, and
artificial intelligence (AI) technologies has enabled
the development of a new generation of medical
network infrastructures. The growing importance
of these systems stems from their ability to provide
more efficient solutions for disease diagnosis,
treatment, and continuous patient monitoring. The

conditions in real time, process the data collected
from medical sensors, support accurate clinical
diagnosis, and facilitate the development of
personalized treatment plans. These capabilities
address the increasing demands of modern
healthcare systems for intelligent, efficient, and
patient-centered medical services. The
implementation of a multi-layer architecture has
become a fundamental approach in the design of
medical network infrastructures. This architecture
encompasses the sensing layer, communication
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layer, cloud-based processing centers, and Al-
driven analytical services, thereby enhancing the
overall functionality, scalability, and operational
efficiency of the system. Analyzing the interactions
among these layers is essential for improving
system performance, reliability, and security while
ensuring the quality and accessibility of healthcare
services. Therefore, the development of cloud-
based, Al-enabled medical network infrastructures
represents a significant advancement in modern
healthcare by combining technological innovation
with the evolving requirements of medical practice,
ultimately  contributing to more effective,
intelligent, and sustainable healthcare delivery.

2. Related work

Several studies have investigated the application
of Wireless Body Area Networks (WBANSs), Internet
of Things (IoT) technologies, cloud computing,
edge/fog computing, and Al in modern e-health
systems. Pradhan et al. (2021) examined the key
aspects of WBANs intended for widespread
deployment in e-health systems, including
monitoring and sensor technologies, energy-efficient
communication  protocols, medical network
architectures, and security issues. Their study also
proposed recommendations for improving WBAN
performance and reliability. Abdullah et al. (2020)
presented a four-layer cloud computing architecture
for disease detection and patient monitoring. Their
results demonstrated that processing healthcare data
within a multi-layer cloud-based infrastructure
reduces overall latency while enabling more efficient
sharing of medical information. Crosby et al. (2022)
analyzed WBAN technology with emphasis on its
architecture, communication mechanisms, functions,
and security challenges. The authors proposed
several mechanisms to enhance security while
minimizing energy consumption. Devadass et al.
(2017) investigated the application of the Internet of
Things (IoT) for ensuring the safety of workers on
offshore oil platforms. Their study analyzed IoT
technologies for monitoring workers' physiological
conditions and geographical locations and
highlighted the integration of IoT with cloud
computing, Big Data, and artificial intelligence to
support continuous monitoring and timely decision-
making. Quwaider et al. (2016) analyzed the
challenges associated with WBANs from the
perspectives of life safety and user privacy. The study
emphasized that WBAN environments are
vulnerable to various cyberattacks and provided a
comprehensive review of communication and

security challenges. Asam et al. (2019) presented a
comprehensive survey of WBAN technology,
focusing particularly on security and privacy issues
and the methods used to mitigate them. The authors
also identified several promising research directions.
Yaghoubi et al. (2022) reviewed Healthcare Internet of
Things (HIoT) applications in healthcare services,
examining the evolution of cloud-based healthcare
technologies and their role in addressing various
medical challenges. The study also discussed the
major issues and challenges associated with HIloT
systems and proposed potential solutions. Abini et al.
(2025) investigated privacy and security issues related
to healthcare data generated by HIoT systems. The
authors emphasized the importance of monitoring at
different HIoT layers and recommended applying
artificial intelligence techniques, including machine
learning (ML) and deep learning (DL), for anomaly
detection. Khatun et al. (2023) discussed the role of
cloud computing in improving the management of e-
health systems. The study analyzed the advantages
and limitations of several cloud-based healthcare
infrastructures designed to enhance healthcare
service delivery. Mammadova et al. (2018)
highlighted that cloud computing significantly
improves the efficiency and management of e-health
systems. The authors emphasized that integrating
cloud computing with emerging technologies such as
artificial intelligence, blockchain, and IoT enables
more effective healthcare management while
providing personalized, efficient, and globally
accessible healthcare services. Hajar et al. (2021)
investigated cloud computing applications in
healthcare, focusing primarily on security and
privacy concerns within cloud-based e-health
systems and providing recommendations for
addressing these challenges. Kedi et al. (2024)
recommended cloud-based ML approaches for
medical organizations handling sensitive healthcare
data and performing complex analytics while
ensuring data protection and regulatory compliance.
The study further proposed the use of modern
encryption standards such as AES-256 (Advanced
Encryption Standard) and TLS (Transport Layer
Security) to strengthen data security. Kuchuk et al.
(2024) comprehensively analyzed the integration of
IoT technologies with cloud, fog, and edge computing
paradigms and investigated their impact on
computing architectures. The study explored
workload distribution strategies to minimize latency
in edge computing environments and discussed
challenges related to security, authentication,
distributed denial-of-service (DDoS) attacks, and
resource management. Sahu et al. (2024)



Problems of Information Society, 2026, vol.17, no.2, 3-15

emphasized that edge computing overcomes many
limitations of traditional centralized cloud systems
by moving computation and data storage closer to
connected sensors. This approach enables local
processing of critical healthcare data, reduces
latency, and accelerates clinical decision-making
without relying entirely on centralized cloud
infrastructures. Gadi et al. (2024) comprehensively
evaluated the integration of Mobile Edge
Computing (MEC) and 5G technologies in
healthcare. The study demonstrated that MEC
processes medical IoT data at the network edge,
thereby reducing latency, improving decision-
making speed, and enhancing patient care.
However, the authors also identified several
challenges related to security, privacy protection,
and decentralized computing, while suggesting
future research directions for 5G-MEC-IoT
integration. Yildirim et al. (2023) proposed an
integrated framework combining IoMT, WBAN,
and cloud—fog architectures to optimize medical
data monitoring. In the proposed framework,
preliminary data processing is performed at the fog
layer, while more computationally intensive
analyses are executed in the cloud, thereby
reducing latency and balancing computational
workloads. The study demonstrated the
framework using diabetes prediction as a case
study and emphasized the application of ML
techniques at both fog and cloud layers. Javad et al.
(2023) conducted a systematic literature review of
studies published between 2015 and 2022
concerning IoT applications in healthcare. Their
analysis showed that IoT technologies facilitate
real-time monitoring, collaboration, medical data
sharing, and hospital service automation.
Nevertheless, privacy, interoperability, and
security remain the primary research challenges
and future research priorities. Ahmet et al. (2025)
proposed an edge—fog computing architecture to
improve emergency medical response
management. Compared with conventional cloud-
based systems, the proposed approach
significantly reduced latency, improved energy
efficiency, and enhanced system reliability.
Sangettah et al. (2023) systematically analyzed the
architecture, core components, application
domains, and challenges of the Internet of Medical
Things (IoMT). Their work provides a
comprehensive reference on IoMT infrastructure
and sensor integration, particularly regarding the
processing and transmission of medical data
through sensor networks.

Overall, the reviewed literature demonstrates
that integrating Information and Communication
Technologies (ICT), Wireless Body Area Networks
(WBANSs), Internet of Things (IoT), Internet of
IoMT, cloud/fog/edge computing, and artificial
intelligence has significantly transformed modern
healthcare systems. These technologies improve
patient monitoring, medical data management,
decision support, and personalized healthcare
while reducing latency and enhancing service
efficiency. Despite these advances, challenges
related to security, privacy, interoperability, and
resource management remain important research
directions. Consequently, this study addresses a
highly relevant and promising research area by
investigating cloud-based multi-layer medical
network infrastructures integrated with artificial
intelligence for secure, efficient, and intelligent
healthcare management.

3. Materials and methods

This study systematically investigates the
architecture, functional capabilities, and security
aspects of a cloud-based multi-layer medical network
infrastructure used in modern electronic healthcare
(e-health) systems. The research employs conceptual
modeling, comparative analysis, and analytical
methods to evaluate current technological
approaches and identify their strengths, limitations,
and future development directions.

The study considers contemporary healthcare
technologies and infrastructures, including IoMT
devices, medical health sensors, Wireless Body Area
Network (WBAN) technologies, edge, fog, and cloud
computing platforms, Electronic Health Record
(EHR) systems, as well as Al and ML algorithms.
Within the methodological framework, the following
aspects were investigated:

e  Functional analysis of the architecture of a
cloud-based  multi-layer = medical network
infrastructure, including the sensor, edge,
communication, and cloud layers.

e Investigation of mechanisms for medical
data acquisition, preprocessing, transmission, and
centralized cloud-based processing.

e  Analysis of the principles of personal cloud
creation within a global cloud environment and the
management of Electronic Health Record (EHR) data.

e  Evaluation of the application of artificial
intelligence techniques for disease diagnosis,
patient monitoring, predictive analytics, and
healthcare resource optimization.
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e  Analysis of security risks and privacy
challenges associated with cloud-based healthcare
systems.

e  Assessment of both conventional and Al-
driven security mechanisms, including encryption,
authentication, anomaly detection, and adaptive
security frameworks for protecting healthcare data
and communication networks.

Overall, the materials and methods presented in
this study establish the technological foundation of
the research by defining the models,
infrastructures, and analytical approaches used to
evaluate cloud-based e-health systems. These
methods provide a scientific basis for the proposed
multi-layer healthcare network architecture and its
integration with artificial intelligence to support
secure, efficient, and intelligent healthcare services.

3.1. Cloud-based multi-layer medical
network infrastructure architecture

In modern healthcare systems, cloud-based
multi-layer medical network infrastructures are
widely adopted to ensure the efficient collection,
processing, transmission, and management of
patient data. The proposed system architecture (fig.
1) consists of four main layers: the sensor layer, the
edge computing layer, the data transmission layer,
and the cloud layer.

Cloud-based centralized
large medical institutions

o
-

A

XX Hospitals and
B " Clinics

Polyclinics and small
medical centers

Level 2 - Edge level

Level 1 — HloT level
(HIoT- Healthcare ToT)

Fig.1. Architecture of the Cloud-Based Multi-
Layer Medical Network Infrastructure

The functions and responsibilities of each layer
are described below.

* Level 1 — Medical Health Sensors and IoMT
(Internet of Medical Things) Devices. This layer
consists of medical health sensors and IoMT devices
that collect physiological data for disease diagnosis
and continuous patient monitoring. These sensors
measure  various physiological  parameters,
including heart rate, blood pressure, body
temperature, blood glucose level, blood test

indicators, eye and ear conditions, and other vital
signs. The collected data are transmitted to the next
layer for further processing. Edge computing plays
a significant role at this stage. Medical sensors and
IoMT devices can process data locally, either on the
device itself or through nearby edge computing
modules. For example, a smartwatch can analyze a
patient's heart rate in real time and transmit only
abnormal or critical measurements to higher layers,
thereby reducing communication overhead and
response latency. Wireless Body Area Networks
(WBANS) are extensively employed in this layer. A
WBAN consists of wearable or implantable medical
sensors and mobile devices that continuously
monitor patients' physiological conditions. These
devices perform preliminary data processing and
forward the processed information to higher layers.
Mobile devices communicate with regional edge
computing platforms and global cloud systems
through Wi-Fi or 4G/5G communication
technologies.

¢ Level 2 — Polyclinics and Small Medical Centers
(Edge Computing Layer). This layer represents the
regional edge computing infrastructure, where data
collected from medical sensors are processed close
to the data source. Polyclinics and small healthcare
centers use local servers and edge computing
devices to perform preliminary data analysis,
patient monitoring, and initial diagnosis. One of the
major advantages of edge computing is its ability to
make local decisions without relying entirely on
cloud connectivity. This capability is particularly
beneficial in remote or rural areas where Internet
connectivity may be unstable or unavailable. The
processed data are then transmitted to cloud-based
computing platforms for further analysis and long-
term storage. Communication between sensors,
edge devices, and medical centers is established
through wireless communication technologies such
as Wi-Fi, Bluetooth, ZigBee, and mobile
communication networks.

¢ Level 3 — Hospitals and Clinical Centers (Data
Transmission Level). Large regional hospitals
collect, store, and process medical information
received from polyclinics, IoMT devices, and edge
computing platforms. Patient data are aggregated,
validated, and analyzed before being forwarded to
cloud data centers for advanced processing. This
layer is also referred to as the data transmission
layer, as it ensures the secure and efficient transfer of
medical information from sensors and edge
computing  devices to cloud computing
infrastructures. Communication technologies such
as Wi-Fi, 4G/5G, and other high-speed networking



Problems of Information Society, 2026, vol.17, no.2, 3-15

solutions are utilized to guarantee reliable data
transmission. Since medical information is highly
sensitive, data encryption, authentication, privacy
protection, and secure communication protocols are
essential at this stage to preserve patient
confidentiality and ensure regulatory compliance.

¢ Level 4 — Cloud Layer (Data Processing Center
/Global Cloud). The cloud layer serves as the central
processing and coordination unit of the entire
medical network infrastructure. Electronic Health
Records (EHRs) and large-scale healthcare datasets
are securely stored, managed, and analyzed within
cloud data centers. At this level, cloud computing is
integrated with Al and ML technologies to perform
advanced analytics, improve diagnostic accuracy,
support clinical decision-making, and provide
intelligent recommendations for  healthcare
professionals. Al-driven predictive models enable
early disease detection, personalized treatment
planning, and continuous health monitoring.

This layer is also referred to as the Global Cloud,
asit collects information from multiple regional cloud
providers and healthcare institutions, enabling large-
scale data integration and comprehensive medical
analysis. High-speed communication networks
ensure direct connectivity between regional medical
centers and cloud data centers, thereby minimizing
transmission latency and improving system
responsiveness. Furthermore, the global cloud
provides scalable storage infrastructure capable of
handling massive volumes of heterogeneous
healthcare data. It supports long-term data
management, advanced analytics, medical research,
and population health studies. By combining cloud
computing with Al technologies, this layer facilitates
the deployment of innovative healthcare services,
improves service quality, and enhances the efficiency
of modern healthcare systems. The integration of
cloud computing, edge computing, IoMT devices,
and intelligent data analytics creates a scalable,
secure, and efficient medical network infrastructure
capable of supporting next-generation digital
healthcare services. As healthcare digitalization
continues to evolve, this multi-layer architecture is
expected to be increasingly adopted by hospitals,
clinics, and healthcare organizations worldwide.

3.2. Problem solution

One of the major challenges of cloud-based
multi-layer medical network infrastructures is their
dependence on continuous Internet connectivity,
which may disrupt healthcare services, particularly
in remote and rural areas where network coverage

is limited. In addition, the transmission of large
volumes of medical data between different layers of
the architecture introduces communication latency,
making it difficult to support time-critical clinical
decision-making. Furthermore, transmitting
sensitive patient information across heterogeneous
communication networks increases the risks of data
breaches, cyberattacks, and privacy violations.
Another significant challenge is the limited
transparency and explainability of Al-based
decision-making systems, which may raise ethical,
legal, and regulatory concerns in clinical practice.
To overcome these challenges, the proposed
computing
technologies that enable preliminary data
processing close to the data source. Local processing
significantly reduces communication latency,

architecture  incorporates  edge

decreases network trafficc and allows critical
medical events to be detected even when cloud
connectivity is temporarily unavailable.
Consequently, only relevant or abnormal medical
data are transmitted to higher layers, improving the
overall efficiency of the healthcare network. The
reliability and scalability of the proposed
infrastructure are further enhanced through the
adoption of hybrid cloud architectures that combine
local edge resources with centralized cloud
platforms. This hybrid approach provides fault
tolerance, resource optimization, and uninterrupted
healthcare services under varying network
conditions. To ensure the confidentiality, integrity,
and availability of medical information, robust
cybersecurity mechanisms should be integrated
throughout the network. These include strong data
encryption, multi-factor authentication, secure
communication protocols, access control
mechanisms, and continuous security monitoring.
Together, these measures effectively mitigate cyber
threats while ensuring compliance with healthcare
data protection regulations. Moreover, Explainable
Artificial Intelligence (XAI) techniques and ethical
Al frameworks are incorporated to improve the
transparency, interpretability, and trustworthiness
of Al-assisted clinical decision-making. Explainable
models enable healthcare professionals to
understand the reasoning behind Al-generated
recommendations, thereby increasing physicians'
confidence in automated diagnostic systems and
facilitating regulatory compliance. Within the
proposed
infrastructure, healthcare data collected from
wearable sensors and IoMT devices are securely

cloud-based medical network

processed in the cloud environment and analyzed
using Al and ML algorithms. This integrated
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approach supports early disease detection,
continuous patient monitoring, personalized
treatment planning, and intelligent clinical decision
support. Consequently, the proposed architecture
improves healthcare service quality, optimizes
resource utilization, and contributes to the
development of secure, scalable, and intelligent
next-generation digital healthcare systems.

3.3. Advantages and disadvantages of the
cloud-based medical network infrastructure

Cloud-based medical network infrastructure
represents an innovative approach to managing,
storing, and sharing healthcare data in modern e-
health systems. By integrating cloud computing, edge
computing, the IoMT, and AL this infrastructure
enhances healthcare service delivery, facilitates rapid
access to patient information, and optimizes the
utilization of computational and medical resources.
Despite its numerous benefits, the architecture also
presents several technical and security-related
challenges. The major advantages and disadvantages
are summarized below.

Advantages

Low-latency data processing: The integration
of edge computing enables local processing of
medical data, significantly reducing response time
and improving real-time decision-making,
particularly during emergency situations.

Remote accessibility and telemedicine
support: Healthcare professionals can securely
access patient information from any Internet-
connected location, facilitating remote monitoring,
telemedicine services, and collaborative healthcare
delivery.

Al-assisted diagnosis and personalized
treatment: Medical data collected from sensors and
IoMT devices can be integrated into cloud
platforms where Al and ML algorithms perform
advanced analytics, improving diagnostic accuracy
and supporting personalized treatment planning.

Scalability and flexibility: Cloud computing
provides virtually unlimited storage and
computational resources, allowing healthcare
systems to efficiently manage continuously
growing volumes of medical data without
substantial investments in local infrastructure.

Resource optimization and cost efficiency:
Centralized cloud services reduce hardware
maintenance costs, improve resource utilization,
and enable healthcare organizations to scale
computing resources according to demand.

Improved data sharing and interoperability:
Standardized cloud platforms facilitate secure data

exchange among hospitals, clinics, laboratories,
and other healthcare providers, enhancing
collaboration and continuity of patient care.

Disadvantages

Dependence on Internet connectivity: Lower
network layers rely on stable Internet connections
to communicate with cloud services. Network
failures or poor connectivity, particularly in remote
areas, may interrupt healthcare services and delay
medical decision-making.

Cybersecurity and privacy risks: Since
sensitive patient information is transmitted and
stored over communication networks and cloud
platforms, the infrastructure is exposed to
cyberattacks, unauthorized access, ransomware,
and potential data breaches if adequate security
measures are not implemented.

Communication latency: The transmission of
large volumes of medical data from sensors and
healthcare facilities to cloud servers may introduce
delays, which can negatively affect time-critical
medical applications and emergency response.

Regulatory and compliance challenges:
Healthcare providers must comply with national
and international data protection regulations
regarding patient privacy, data storage, and cross-
border data transfer, which increases the
complexity of cloud deployment.

Dependence on cloud service providers:
Service availability, reliability, and performance
largely depend on third-party cloud providers.
Any service outage or infrastructure failure may
affect the availability of healthcare applications.

Overall, although cloud-based medical network
infrastructures offer significant advantages in
terms of scalability, accessibility, intelligent data
analysis, and healthcare efficiency, addressing
challenges related to cybersecurity, communication
latency, Internet dependency, and regulatory
compliance remains essential for the successful
deployment of secure and reliable next-generation
digital healthcare systems.

3.4 Creation of personal clouds on cloud
servers

The creation of personal clouds within the
global cloud infrastructure represents an effective
approach for the secure storage, efficient
management, and rapid retrieval of medical
information. This architecture enhances the quality
of healthcare services by enabling continuous
access to patient data, supporting intelligent
clinical decision-making, and
personalized healthcare delivery. In the proposed

facilitating
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cloud-based medical network infrastructure,
personal clouds are established on cloud servers for
each individual patient. The lower layers of the
architecture —including polyclinics, hospitals, local
healthcare centers, and edge computing
platforms—are responsible only for the collection,
preliminary processing, and secure transmission of
medical data. After initial processing, all patient-
related information is transmitted to the cloud
layer, where it is stored within the patient's
dedicated personal cloud. Each personal cloud
serves as a centralized repository for the patient's
EHRs, providing a comprehensive digital
representation of the individual's medical history.
The EHR contains a wide range of healthcare
information, including demographic data, medical
history, diagnoses, treatment plans, medication
records, allergies, laboratory test results, medical
imaging reports, physiological measurements
collected from wearable sensors, and other
clinically relevant information. By maintaining all
patient records within a dedicated cloud
environment, healthcare providers can securely
access complete and up-to-date medical
information regardless of geographical location or
healthcare institution. This centralized architecture
eliminates  data  fragmentation,  improves
interoperability among healthcare providers, and
facilitates seamless information sharing while
preserving data  consistency.  Furthermore,
personal clouds provide scalable storage resources
capable of accommodating continuously growing
healthcare datasets generated by IoMT devices,
wearable sensors, and medical information
systems. Cloud computing technologies ensure
high availability, automatic backup, disaster
recovery, and efficient resource allocation, thereby
improving the reliability of healthcare services. To
protect sensitive medical information, personal
cloud environments incorporate advanced
cybersecurity mechanisms, including end-to-end
encryption, multi-factor authentication, role-based
access control, secure communication protocols,
and continuous security monitoring. These
mechanisms ensure the confidentiality, integrity,
and availability of patient data while supporting
compliance with healthcare privacy regulations. In
addition, Al and ML algorithms can analyze the
healthcare data stored within personal clouds to
identify disease patterns, predict potential health
risks, support early diagnosis, and generate
personalized treatment recommendations.
Consequently, the integration of personal cloud
technology with intelligent healthcare analytics

contributes to more accurate clinical decision-
making, improved patient outcomes, and the
realization of next-generation smart healthcare
systems.

3.5. Main characteristics of personal clouds

This section describes the complete lifecycle of
medical data within the proposed cloud-based
healthcare infrastructure, beginning with data
acquisition at the sensor layer and ending with
secure storage and centralized management in
personal cloud environments. Medical information
is continuously collected, encrypted, transmitted,
stored, and accessed through dedicated cloud
services while ensuring security, privacy, and
interoperability. The main characteristics of the
proposed personal cloud architecture are
summarized as follows.

e Medical data acquisition at the sensor layer:
Patient data are collected through medical sensors,
IoMT devices, wearable healthcare devices, and
EHRs maintained by polyclinics, hospitals, and
healthcare centers. Physiological parameters are
continuously monitored and transmitted to higher
layers of the healthcare network for further
processing.

e Secure transmission of medical data to cloud
servers: The collected healthcare data are
encrypted before transmission to cloud servers.
Secure communication protocols and encryption
techniques protect the confidentiality and integrity
of medical information during data transmission,
minimizing the risk of unauthorized access and
cyberattacks.

e Creation of personal cloud environments: A
unique personal cloud is established for each patient
within the cloud infrastructure. This dedicated
environment functions as an isolated virtual
repository that securely stores all patient-related
healthcare information. The personal cloud contains
EHRs, medical history, treatment plans, laboratory
test results, medical imaging reports, prescriptions,
physiological measurements, and other clinical
documents throughout the patient's lifetime.

o Centralized storage and management:
Personal cloud environments are centrally
maintained within cloud-based data centers. This
centralized architecture enables secure, reliable, and
uninterrupted access to patient information without
depending on local healthcare institutions. It also
facilitates data consistency, simplified administration,
and efficient resource management.

e Remote access and information sharing:
Authorized healthcare professionals, physicians,
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and other approved stakeholders can securely
access patient information remotely through
authenticated This capability

information  exchange  among
institutions, supports
applications, and enables more effective clinical
decision-making.

e Automated healthcare services: The
integration of Electronic Health Record (EHR)
systems with Al and cloud computing enables
various automated services, including electronic
prescription

cloud services.
accelerates

healthcare telemedicine

generation, appointment
management, automated clinical alerts, decision
support systems, patient
monitoring. These services improve operational
efficiency while reducing administrative workload.
The
proposed personal cloud architecture incorporates
comprehensive cybersecurity mechanisms,
including end-to-end encryption, multi-factor
authentication, role-based access control, secure
communication protocols, audit logging, and

and continuous

e Privacy and security protection:

continuous security monitoring. These measures
ensure that only authorized users can access
sensitive medical information while preserving the

confidentiality, integrity, and availability of
healthcare data.
Overall, the proposed personal cloud

architecture provides a secure, scalable, and
interoperable platform for managing EHRs and
healthcare data. By integrating cloud computing,
IoMT technologies, edge computing, and Artificial
supports
services, enhances clinical decision-making, and
improves the quality, accessibility, and reliability
of modern digital healthcare systems.

Intelligence, it real-time healthcare

3.6. Advantages of the personal cloud system

Within a cloud-based medical information
infrastructure, the centralized storage of patients'
EHRs in personal cloud environments significantly
enhances data facilitates seamless
information among  healthcare
institutions, enables real-time data updates, and
provides authorized healthcare professionals with

secure remote access to medical records. This

security,
integration

approach not only improves the quality and
efficiency of healthcare services but also increases
patient engagement and satisfaction by ensuring
availability of
information. The main advantages of the proposed

continuous accurate medical
personal cloud system are summarized below.
e Enhanced security: Centralized storage of

healthcare data enables the implementation of

10

comprehensive cybersecurity mechanisms,
including end-to-end encryption, multi-factor
authentication, role-based access control, and

continuous security monitoring. These measures
significantly reduce the risks associated with data
loss, unauthorized access, and cyberattacks
compared with distributed storage environments.

e Healthcare data integration: Storing patient
information on a unified cloud platform facilitates
interoperability and secure information exchange
among hospitals, clinics, laboratories, and other
healthcare providers. This integrated environment
improves continuity of care and eliminates data
fragmentation.

e Real-time data synchronization: Medical
information generated by healthcare sensors,
wearable devices, and clinical information systems
is automatically synchronized and continuously
updated within the patient's personal cloud.
Consequently, healthcare professionals always
have access to the most recent and accurate patient
information.

e Remote accessibility: Authorized physicians
and healthcare professionals can securely access
patient records anytime and from any location

through Internet-based cloud services. This
capability supports telemedicine, remote patient
monitoring, emergency consultations, and
collaborative healthcare delivery.

e Improved  patient satisfaction and

engagement: Providing patients with secure access
to their EHRs encourages active participation in
disease management and treatment planning.

Increased transparency strengthens
communication between patients and healthcare
providers, ultimately improving healthcare

outcomes and patient satisfaction.

e Scalability and availability: Cloud-based
personal storage environments provide virtually
unlimited storage capacity, high availability,
automatic  backup, recovery
mechanisms. These capabilities ensure continuous
access to medical information while supporting the
growing volume of healthcare data generated by
IoMT devices and healthcare information systems.

In summary, the proposed personal cloud
architecture stores patients' EHRs on secure cloud
servers, allowing authorized physicians
healthcare institutions to access the information
through secure Internet connections. This centralized
approach enhances data security, accessibility,
interoperability, and management efficiency, thereby

and disaster

and

supporting the development of reliable, intelligent,
and patient-centered digital healthcare systems.
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3.7. Application of artificial intelligence
technologies

Cloud-based medical network infrastructure
provides a modern platform for the efficient
management, storage, and processing of healthcare
data. The integration of Al technologies into this
infrastructure significantly enhances the quality of
services by
accuracy, supporting clinical decision-making, and
enabling personalized treatment strategies. Within
a multi-layer cloud architecture, Al facilitates real-

healthcare improving diagnostic

time data analysis, predictive analytics, intelligent
resource management, and automated healthcare
services. The major advantages and challenges
associated with the application of Al in cloud-
based healthcare systems are discussed below.

Advantages of Al Integration

o Accurate diagnosis and disease prediction: Al
algorithms analyze large volumes of heterogeneous
medical data collected from EHRs, wearable
sensors, IoMT devices, and medical imaging
systems. This enables early disease detection,
improves diagnostic accuracy, supports
predictive healthcare by identifying potential health
risks before clinical symptoms become severe.

¢ Personalized treatment planning: ML models
evaluate patient-specific clinical information to

and

generate  individualized treatment strategies,
optimize medication selection, and recommend
personalized therapeutic interventions, thereby

improving treatment effectiveness and reducing
adverse outcomes.

¢ Real-time patient monitoring: Al integrated
with edge and fog computing continuously analyzes
physiological data generated by healthcare sensors
and wearable devices. This enables real-time
monitoring of patients’ health conditions and
automatically triggers emergency alerts or clinical
interventions when abnormal physiological patterns
are detected.

o Intelligent resource allocation: Al supports
healthcare resource management by forecasting
hospital admissions, optimizing the allocation of
hospital beds, medical equipment, and healthcare
personnel, and improving operational efficiency
within healthcare institutions.

¢ Clinical decision support: Al-powered
decision support systems assist physicians by
analyzing complex clinical datasets, identifying
hidden relationships among medical variables, and
providing evidence-based recommendations that
improve the quality and consistency of clinical
decisions.
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Challenges of Al Implementation

e Data security and privacy: Al applications
require access to large volumes of sensitive
healthcare data, increasing the potential risk of
cyberattacks, unauthorized access, and privacy
violations if appropriate cybersecurity measures
are not implemented.

¢ Processing  latency:  Although
computing significant
resources, processing massive healthcare datasets
in centralized cloud environments may introduce
communication delays,
particularly in time-critical medical applications.

cloud

offers computational

and computational
Integrating edge computing with Al can mitigate
this limitation by enabling local data processing.

e Ethical and legal issues: The use of Al in
clinical decision-making raises important ethical
concerns regarding transparency, accountability,
fairness, and potential algorithmic bias. Healthcare
professionals must be able to understand and
validate Al-generated recommendations before
incorporating them into clinical practice.

e Model reliability and interpretability: Al
models trained on incomplete, biased, or low-quality
datasets inaccurate predictions.
Therefore, XAl techniques should be incorporated to

may generate

improve the transparency and trustworthiness of Al-
assisted medical decision-making.

Overall, the integration of Artificial Intelligence
into cloud-based medical network infrastructures
healthcare
diagnostic accuracy, personalized treatment, and

significantly ~ enhances efficiency,
resource management. Nevertheless, addressing
challenges related to cybersecurity, processing
ethical considerations, and model

explainability is essential to ensure the safe,

latency,

reliable, and responsible deployment of Al-driven
healthcare systems.

3.8. Security challenges, risks, and mitigation
strategies in cloud-based medical systems

With the rapid adoption of digital healthcare
technologies, ensuring the security and privacy of
medical information stored and transmitted within
cloud-based healthcare systems has become one of
the most critical challenges. Since healthcare data
contain highly sensitive personal information, any
security breach may result in serious clinical, legal,
financial, and ethical consequences. Therefore,
implementing  comprehensive  cybersecurity
mechanisms is essential for protecting healthcare
information throughout its entire lifecycle. The
primary risks
mitigation strategies are discussed below.

security and corresponding
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Security Challenges and Risks

Cloud-based medical systems are exposed to
various cybersecurity threats that may compromise
the confidentiality, integrity, and availability of
healthcare information. The major security risks
include the following:

e Cyberattacks and unauthorized access:
EHRs and other sensitive medical data are
attractive targets for hackers, ransomware attacks,
insider threats, and unauthorized users. Data
breaches may compromise patient privacy and lead
to significant legal and ethical consequences.

o Weak encryption and insecure
communication: The transmission of unencrypted
medical data or the use of outdated or weak
cryptographic algorithms increases the risk of
eavesdropping, data interception, and information
leakage during communication between healthcare
institutions and cloud servers.

e Privacy violations and unauthorized data
sharing: Sharing patient information without
informed consent or proper authorization may
violate healthcare privacy regulations and ethical
principles, undermining patients' trust in digital
healthcare systems.

e Cloud infrastructure
Misconfigured  cloud

vulnerabilities:
services, software
vulnerabilities, insecure application programming
interfaces (APIs), and insufficient access control
mechanisms may expose healthcare systems to
cyber threats and service disruptions.

e Availability and service continuity risks:
DDoS attacks, hardware failures, and cloud service
outages may temporarily interrupt access to critical
medical  information, affecting
healthcare services and clinical decision-making.

emergency

Security Mitigation Strategies

To minimize the aforementioned risks and
ensure the secure operation of cloud-based
healthcare the  following
cybersecurity measures should be implemented:

¢ Strong encryption mechanisms: Advanced
cryptographic algorithms should be employed to
protect healthcare data both during transmission
and while stored in cloud environments. End-to-
end encryption ensures that sensitive medical
information remains confidential throughout the
communication process.

e Multi-factor authentication (MFA): Access
to cloud servers and healthcare
systems should be protected through multi-factor
the likelihood of
unauthorized access even if user credentials are

infrastructures,

information
authentication, reducing

compromised.
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¢ Continuous security monitoring: Cloud
infrastructures should be continuously monitored
using systems,
prevention systems, security information and
event management (SIEM) platforms, and regular
vulnerability assessments to rapidly identify and
mitigate cyber threats.

¢ Backup and disaster recovery: In addition to
cloud storage, critical healthcare information
should be securely backed up on local or
geographically  distributed This
redundancy enables rapid recovery of medical data

intrusion detection intrusion

servers.

in the event of cyberattacks, hardware failures, or
cloud service disruptions.

e Patient consent and regulatory compliance:
Medical information should be collected, processed,
and shared only with the informed consent of
patients and in accordance with applicable healthcare
privacy regulations. Comprehensive access control
policies, audit logging, and data governance
frameworks should be implemented to ensure
accountability and regulatory compliance.

Overall, the security of cloud-based medical
systems depends on the integration of advanced
cybersecurity technologies, robust authentication
mechanisms, secure communication protocols,
continuous monitoring, and regulatory compliance.
these significantly
improves the confidentiality, integrity, availability,
and trustworthiness of healthcare information while
supporting the secure delivery of next-generation

Implementing measures

digital healthcare services.

3.9. Application of artificial intelligence
technologies for security challenges solving

Al technologies play a crucial role in ensuring
information security and mitigating cyber threats
within cloud-based multi-layer medical network
infrastructures. The rapid growth of EHRs, IoMT
devices, wearable healthcare sensors, and cloud
computing platforms has significantly increased
the volume and complexity of healthcare data,
making  traditional = security = mechanisms
insufficient for addressing emerging cyber threats.
Al provides intelligent, adaptive, and automated
cybersecurity solutions capable of detecting,
preventing, and responding to security incidents in
real time. The major applications of Al for
enhancing security in cloud-based healthcare
systems are summarized below.

Al-Based Security Applications

e Anomaly detection and cyber threat
identification: Al, particularly ML and DL
algorithms, continuously analyzes network traffic,
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user behavior, and medical data flows to identify
abnormal patterns that may indicate cyberattacks,
unauthorized access, insider threats, or data
leakage. Early detection enables rapid incident
response and significantly reduces the risk of
security breaches.

e Adaptive encryption mechanisms: Al
the sensitivity
classification of healthcare data and automatically
selects the most appropriate encryption algorithms
and security policies. This adaptive approach
data

vulnerabilities associated with weak or outdated

dynamically evaluates and

strengthens protection while reducing
cryptographic methods.

¢ Intelligent access control and authentication:
Al-powered biometric authentication techniques,
including recognition,
identification, iris recognition, voice authentication,
and behavioral biometrics, provide highly accurate
identification. Combined with risk-based
authentication and continuous identity verification,
these technologies significantly enhance access

facial fingerprint

user

control in multi-layer healthcare systems.

¢ Real-time monitoring and predictive threat
analysis: Al continuously processes healthcare
data generated by IoMT devices, wearable sensors,
cloud servers, and network infrastructures to
identify potential cyber threats before they develop
into serious security incidents. Predictive analytics
enables proactive security management, minimizes
system downtime, and reduces delays in healthcare
service delivery.

e Privacy preservation and data protection:
Al  supports privacy-preserving
techniques such as data
pseudonymization, data masking, and intelligent

advanced
anonymization,

access policy management. These techniques
protect sensitive patient information while
enabling secure data sharing for clinical research,
medical analytics, and healthcare decision support
in compliance with privacy regulations.

¢ Automated incident response: Al-powered
Security Orchestration, Automation, and Response
(SOAR) can isolate
compromised devices, block malicious network
traffic, revoke suspicious user sessions, and initiate
predefined security procedures without requiring
immediate human intervention. This significantly

systems automatically

reduces response time during cyber incidents.

e Predictive vulnerability assessment: Al
analyzes system logs, software configurations, and
historical security events to identify potential
vulnerabilities before they are exploited. This
enables healthcare organizations to implement
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preventive security measures and prioritize system
updates based on risk assessment.

Overall, the integration of Artificial Intelligence
into cloud-based healthcare security frameworks
provides intelligent, adaptive, and proactive
protection against evolving cyber threats. By
combining AI with cloud computing, edge
computing, IoMT technologies, and advanced
cybersecurity mechanisms, healthcare organizations
significantly improve the confidentiality,
integrity, availability, and resilience of medical
information systems. Consequently, Al has become a

can

fundamental enabling technology for developing

secure, reliable, and next-generation digital

healthcare infrastructures.

4. Discussion

This study investigated the architecture of a
cloud-based  multi-layer network
infrastructure in the context of the ongoing digital
transformation of modern healthcare systems. The
analysis demonstrates that the integration of

medical

medical sensor technologies, the IoMT, edge/fog
computing, cloud computing, and Al provides an
efficient framework for the real-time collection,
processing, and analysis of healthcare data, thereby
supporting timely and intelligent clinical decision-
making. The proposed four-layer architecture offers
abalanced approach to healthcare data management
by distributing computational tasks across sensor,
edge, layers. This
hierarchical effectively reduces

transmission, and cloud
design
communication latency, balances computational
workloads, improves scalability, and enhances
continuity. In particular, performing

preliminary data processing at the edge and fog

service

computing layers enables rapid responses to
emergency situations while reducing dependence
on centralized cloud resources and minimizing
network congestion. The literature review indicates
that existing research on Wireless Body Area
Networks (WBANSs), IoMT, and cloud-based e-
health systems primarily focuses on real-time
energy efficiency,
communication optimization, and cybersecurity. In
contrast, this study presents a comprehensive
framework that systematically integrates these
technologies while introducing a personal cloud
concept for the centralized yet secure management
of EHRs. The proposed personal cloud architecture
improves interoperability among healthcare
institutions, ensures continuous access to patient
information, and facilitates efficient healthcare data

patient monitoring,
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management. Furthermore, the integration of Al
and ML significantly enhances the analytical
capabilities of the proposed infrastructure. Al-based
support early disease
predictive analytics, clinical decision support,
personalized treatment planning, and intelligent
healthcare resource management. These capabilities
improve diagnostic accuracy, optimize healthcare

algorithms detection,

delivery, and contribute to better patient outcomes.
Despite these advantages, several technical and
ethical challenges remain. The dependence on cloud
connectivity may affect service availability in areas
with limited network infrastructure, while the
increasing volume of healthcare data raises concerns
regarding cybersecurity, privacy protection, and
regulatory compliance. In addition, the use of Al in
clinical decision-making introduces challenges
related to algorithm transparency, explainability,
accountability, and potential bias. Consequently,
future research should focus on developing XAl
privacy-preserving ML techniques, adaptive
cybersecurity mechanisms, and hybrid edge-cloud
architectures to improve the security, reliability, and
trustworthiness ~ of  next-generation  digital

healthcare systems.
5. Conclusion

This paper presented a comprehensive cloud-
based multi-layer medical network infrastructure
designed for the secure collection, transmission,
processing, and intelligent analysis of healthcare
data generated by medical sensors and IoMT
devices. The proposed architecture integrates edge
computing, cloud computing, EHRs, and Al
technologies to support efficient healthcare data
management and intelligent clinical decision-
making. The study demonstrates that processing
healthcare data within cloud data centers and
analyzing them using Al and ML techniques enables
early disease patient
monitoring, predictive healthcare, and personalized
the proposed
architecture provides healthcare professionals with
secure and rapid access to patient information
regardless of time or location, thereby improving the
quality, accessibility, and efficiency of healthcare
services while reducing operational costs. A key
contribution of this work is the introduction of a
personal cloud architecture for centralized
Electronic Health Record management. The
proposed personal cloud model provides a secure
and scalable environment for storing patient

detection, continuous

treatment planning. Moreover,

information, enhances interoperability among
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healthcare institutions, facilitates real-time data
sharing, and ensures continuous availability of
medical records. The study also highlights the
important of Artificial
strengthening the cybersecurity of cloud-based
healthcare infrastructures. Al-driven techniques,
including anomaly detection, intelligent access
control, adaptive encryption, predictive threat

role Intelligence in

analysis,
significantly improve the confidentiality, integrity,
availability, and resilience of healthcare information
systems. Overall, the proposed cloud-based multi-

and automated security monitoring,

layer medical network infrastructure represents a
scalable, secure, and intelligent framework for next-
generation digital healthcare. Future research may
focus on integrating XAI, blockchain technology,
federated learning, privacy-preserving ML, and
advanced cybersecurity solutions to further enhance
the reliability, transparency, and security of cloud-
based medical information systems.
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