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 A B S T R A C T 

In the modern era, social media platforms have transcended their function as traditional 

communication channels, evolving into complex digital ecosystems where large volumes of 

data are processed, strategic decisions are optimized, and public and political opinion is 

manipulated. The primary driving force behind this transformation is artificial intelligence. 

The presented article systematically analyzes the role of artificial intelligence technologies 

in the modern social media environment, their application nodes, and the institutional 

changes they condition in digital media markets. Within the research framework, the 

following dimensions were examined on the basis of an international academic literature 

base: the decisive role of artificial intelligence in strategic marketing decision-making 

through predictive analytics; the transformative impact of generative artificial intelligence 

tools on digital copywriting and automated content production; the socio-ethical dilemmas 

arising in the context of algorithmic bias; and the mechanisms through which political 

discourse is shaped. Particular attention was directed toward fundamental risks that 

threaten the digital security architecture — namely, deepfake-driven disinformation 

production, strategically orchestrated disinformation campaigns, and the asymmetric 

governance of data. The results of the study indicate that while artificial intelligence 

integration maximizes economic efficiency and personalized user experience for 

enterprises, risks such as algorithmic bias, digital polarization, and cognitive manipulation 

necessitate the institutionalization of new legal-ethical regulatory mechanisms. In this 

regard, the article proposes innovative regulatory models for platform governance and 

algorithmic accountability (e.g., origin-independent, participatory moderation, and privacy 

self-efficacy), while also substantiating the conceptual significance of increasing psycho-

technical literacy in strengthening digital behavioral immunity. 
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1. Introduction 

The rapid evolution of information and 

communication technologies in recent years has 

fundamentally transformed the core 

communication paradigms of society. At the center 

of this transformation stand social media platforms 

(Facebook, Instagram, X, TikTok, LinkedIn, etc.). 

These platforms are no longer merely tools for 

interpersonal connection, but have evolved into 

complex ecosystems where public opinion is 

shaped, political campaigns are conducted, 

economic transactions are executed, and cultural 

values are disseminated.  

The enormous volumes of big data generated by 

the daily activity of billions of users are becoming 

increasingly difficult to process through traditional 

analytical methods. Big Tech companies (Meta, 

Google, TikTok, and others) currently possess 

comprehensive databases on users' interests, 
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psychological states, and vulnerabilities. 

Specialized machine learning models, neural 

networks, and predictive recommendation 

algorithms manage this data asymmetrically, 

determining what news a user encounters and how 

their opinions may be manipulated. 

It is precisely at this juncture that artificial 

intelligence (AI) has emerged as a solution of both 

instrumental and strategic importance for the 

management, analysis, and development of social 

media. AI's capacity to simulate human-type 

cognitive functions (learning, reasoning, 

perception, and decision-making) has been 

integrated into virtually every layer of social media 

platforms. From recommendation algorithms to 

content moderation systems, and from 

personalized advertising to voice and facial 

recognition technologies, AI not only optimizes the 

user experience but also constitutes the very 

foundation of the platforms' business models.  

On one hand, these applications attempt to 

address the problems of information filtering and 

the attention economy; on the other, they give rise 

to new challenges concerning subjective bias, 

transparency, algorithmic manipulation, and 

privacy. 

In this context, the application of AI in social 

media exhibits a dual nature: opportunities and 

challenges are inextricably intertwined. On one 

side, AI offers a broad spectrum of possibilities — 

from the early detection of users at risk of 

depression or suicide, to the automated 

identification of fake news, the prevention of 

cyberbullying, and the construction of efficient 

targeted marketing strategies.  

On the other side, algorithmic bias (Gorenca, 

2025; Thomas & Timo, 2024), filter bubbles (Peters, 

2022), echo chambers (Öhman, 2025; Santus, 2025), 

data security risks, AI-generated synthetic content 

(deepfakes), and questions of ecological 

sustainability in light of the energy consumption of 

these technologies (Crawford, 2021) are generating 

serious ethical, legal, and sociological problems. 

Furthermore, future perspectives demand an 

even more complex and multidisciplinary 

approach. While the integration of generative AI 

models (such as the GPT series, DALL-E, and 

Midjourney) into social media platforms has 

democratized content creation, it has 

simultaneously elevated the scale and 

sophistication of disinformation to a qualitatively 

new level. The potential breakthroughs that 

quantum computing may bring to algorithmic 

analysis, as well as the impact of normative 

regulatory mechanisms (such as the European 

Union's Artificial Intelligence Act) on platform 

governance, will be the defining factors shaping 

the development trajectory of this field in the 

coming decade. 

In order to gain a deeper understanding of this 

phenomenon, which has become a subject of 

extensive debate in the academic literature, it is 

first necessary to examine the application domains 

of AI within the social media context. 

Recommendation systems, automated content 

moderation, user behavior prediction, sentiment 

analysis, and generative content production all 

constitute the principal nodes through which AI 

has penetrated social media architecture (Ali, 

Manivannan, & Xu, 2025). The convergence of 

these technologies has enabled platforms to 

simultaneously perform multifunctional roles: as 

information distributors, advertising ecosystems, 

shapers of public opinion, and agents that collect 

behavioral data. 

The application of AI technologies carries a 

profoundly contradictory character for 

contemporary society. On one hand, these 

innovations accelerate access to information, 

optimize consumer satisfaction through hyper-

personalization, and open new horizons in creative 

content production. In particular, AI-driven 

Natural Language Processing (NLP) technologies 

minimize human intervention in the dynamic 

management of information flows and render 

news production in the media sector more 

operational and efficient. AI has fundamentally 

transformed social media marketing, laying the 

groundwork for advertising models that identify 

target audiences with greater precision. 

On the other hand, algorithmic bias, the 

systematic absence of transparency, and the ethical 

problems surrounding data privacy are forming 

serious structural threats to society's digital 

security. 

In the course of this research, data was collected 

and analyzed from international scientific articles, 

books, and reliable online sources (SpringerLink, 

JSTOR, Open Library) published across various 

countries. The study is grounded in a comparative 

analysis of the impacts of AI's application in social 

media across five key domains: advertising and 

marketing, social analytics, security, automation, 

and social listening. In addition, the risks created 

by AI technologies have been categorized and 

described according to type: data privacy, bias, and 

manipulation. 
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2. Related work 

The integration of AI into social media has 

become an intensively researched subject in the 

international academic literature in recent years. 

Salma (2024) systematically analyzes the 

processes of content personalization on social 

media platforms, user behavior analysis, and the 

reshaping of the data ecosystem driven by artificial 

intelligence. The researcher covers a broad 

spectrum — ranging from AI-powered 

recommendation algorithms to micro-targeting at 

the individual user level — and demonstrates how 

the phenomenon of "hyper-personalization" has 

transformed the revenue models of platforms. 

Lyulyov et al. (2025) examine the transformative 

impact of AI on social media marketing through 

the lens of consumer behavior analysis, predictive 

modeling, and automated target segmentation. 

Their findings indicate that AI-based marketing 

systems are displacing traditional campaign 

models and placing the concept of real-time 

behavioral reactivity at the center of marketing 

practice. Other studies have analyzed the 

democratization of the digital marketing landscape 

and the expanding capacity of small enterprises to 

compete with large platforms through AI, 

demonstrating that AI carries a dual nature within 

the marketing ecosystem — functioning 

simultaneously as a powerful equalizer and as a 

potential source of risk capable of deepening 

advertising manipulation (Thomas et al., 2024). 

Alongside the opportunities brought by 

technology, the structural flaws and risks 

generated by the algorithmic environment are also 

being discussed with growing intensity. Peters 

(2022) argues that political bias within AI systems 

is not incidental but stems directly from system 

design, showing that this condition leads to 

ideological polarization (echo chambers) and the 

erosion of democratic discourse. Within this 

algorithmic context, the mechanisms through 

which disinformation spreads have also grown 

more complex. Clemons et al. (2025) empirically 

demonstrate that contemporary disinformation 

does not consist of scattered false information but 

rather rests on a strategically constructed, 

systematic architecture. Shin (2025) analyzes the 

mechanism by which manipulative content 

spreads through distinct stages in an algorithmic 

environment, drawing on the theory of innovation 

diffusion, and emphasizes that cognitive biases 

and emotional stimuli serve as the primary driving 

forces in this process. The capacity of generative AI 

(LLMs) to produce mass-scale, low-cost, and 

convincing deepfake content elevates the 

magnitude of this threat to a global level (Santus, 

2025). 

The role of AI in the social media environment 

produces a paradox arising from its dual nature as 

both a security tool and a source of threat. Yafooz 

(2024) acknowledges the effectiveness of AI in 

sentiment analysis and trend detection while also 

drawing attention to the new cyberthreat vectors it 

creates. This dualism is equally manifest in the 

media sector. Neilson (2026) argues that while the 

integration of AI technologies into newsrooms 

accelerates news production, it simultaneously 

weakens fact-checking mechanisms, with a 

critically adverse effect on journalistic autonomy 

and the quality of news content. 

AI applications in social media have by now 

transcended the boundaries of local 

communication and evolved into an instrument of 

interstate geopolitical competition. Shukur and 

Hamid (2025) examine the impact of information 

operations on international relations, contending 

that the national cybersecurity doctrines of many 

countries contain significant gaps in this domain. 

For this reason, AI's position in social media must 

be assessed as a multidimensional phenomenon 

situated at the intersection of technology, 

economics, politics, and ethics (Thomas et al., 

2024). An analysis of the academic literature 

reveals that AI's functioning within the social 

media ecosystem is not a purely technical process 

but a complex structure that produces socio-

political and ethical consequences (Peters, 2022). 

Although research highlights the dual nature of 

this technology in terms of both development and 

manipulation (Clemons et al., 2025; Yafooz, 2024), 

it is evident that legal-ethical regulatory 

mechanisms are lagging behind the pace of 

innovation. These regulatory and analytical gaps 

observed in the international literature define the 

conceptual framework and primary motivation of 

the present study. 

From a global analytical perspective, 

PricewaterhouseCoopers (PwC) projects that AI 

technologies will contribute approximately $15.7 

trillion to global GDP by 2030 (PwC, 2024). 

However, in the debates surrounding the 

European Parliament's Artificial Intelligence Act, 

the question of bringing precisely this dual 

potential of AI within a legal framework has been 

identified as the central problem (AI Act, 2024). 

Research indicates that the integration of AI into 

journalism, while accelerating news production, 
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significantly constrains the professional autonomy 

of journalists and the quality of media content 

(Neilson, 2026). 

From a national perspective, Azerbaijan's 

Artificial Intelligence Strategy for 2025–2028 

specifically emphasizes the priority role of AI in 

economic competitiveness, public administration, 

and social development. This emphasis clearly 

demonstrates the strategic importance of applying 

technologies within the framework of ethical 

values, legal norms, and national security interests. 

The principle of "responsible AI" articulated in the 

strategic document also serves as a normative 

direction for ensuring the transparency of 

algorithmic processes in the social media 

environment. 

Problem statement. The advancement of AI 

technologies has exposed the opacity of decision-

making processes accompanied by the "black box" 

phenomenon. This opacity gives rise to structural 

manipulation on social media platforms, algorithmic 

bias, and the mass dissemination of synthetic content 

— problems that adversely affect the reliability of the 

information environment, public opinion, and the 

protection of individual rights. The scientific analysis 

of the causes and consequences of these problems, as 

well as the development of effective ethical and legal 

regulatory models, is therefore of particular 

relevance. 

3. Material and methods  

This article systematically analyzes the role and 

application domains of AI technologies within the 

contemporary social media ecosystem, and 

evaluates the institutional transformations these 

technologies produce in digital media markets 

within a scientific-theoretical context. 

3.1. Research methods 

A qualitative analysis method was employed to 

address the issues set forth in this article, as this 

method enables a deep understanding of the 

essence of the problem under investigation, its 

contextual characteristics, and the perspectives 

reflected across diverse sources. Unlike 

quantitative methods, qualitative analysis is 

grounded not in statistical indicators but in the 

interpretation of phenomena, intertextual 

relationships, and conceptual generalizations — 

thereby creating the conditions for a more 

comprehensive explanation of the multi-layered 

and dynamic nature of the subject. Within the 

research framework, scientific articles, analytical 

reports, and international and national normative-

legal documents were examined; the data obtained 

from these sources were comparatively 

synthesized to form a unified conceptual 

perspective on the topic. 

3.2. Problem solution 

In addressing the problem, the application of 

explainable models that ensure the transparency of 

AI algorithms, the establishment of ethical audit 

mechanisms, and the development of international 

legal regulatory standards are of paramount 

importance. Concurrently, the identification of 

synthetic content on social media platforms, the 

monitoring of algorithmic bias, and the 

enhancement of digital media literacy serve as the 

principal components of digital immunity. These 

approaches serve to ensure a balance between 

technological innovation and public safety. 

3.3. Strategic manipulation and 

disinformation campaigns in the digital 

space 

The rapid advancement of AI technologies in 

the contemporary information society has brought 

the adequacy of the socio-ethical and legal 

mechanisms governing them into sharp focus. In 

particular, the fact that the operational principles of 

AI algorithms are not fully transparent to users 

gives rise to the "black box" phenomenon, which in 

turn generates new risks within the structure of the 

digital space and the social media ecosystem 

(Carlon, 2025; Öhman, 2025). 

Within the social media ecosystem, this 

problem manifests across three principal critical 

dimensions: 

1. Structural and marketing manipulation. The 

tools of hyper-personalization and predictive 

analytics, while rationalizing consumer 

behavior, simultaneously constrain the digital 

autonomy of individuals and heighten the risks 

of cognitive manipulation. The mass-scale 

automation of copywriting and generative 

content creation, meanwhile, produces new 

legal gaps in the areas of intellectual property 

and data authenticity. 

2. Algorithmic bias and polarization. Structural 

flaws in the datasets used to train AI systems 

are reproduced through algorithms. This 

situation leads to the emergence of ideological 

echo chambers in social networks, the 

deepening of discrimination, and the 

polarization of public discourse. 
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3. Synthetic content and the "truth crisis." The 

mass production of cheap and convincing 

disinformation through generative AI and 

deepfake technologies renders traditional fact-

checking and content moderation mechanisms 

ineffective. This in turn generates a truth crisis 

in the digital environment and creates hybrid 

threats against national information security. 

The scientific formulation of the problem 

therefore consists in the necessity of determining 

the theoretical foundations of an ethical-legal 

regulatory model and digital immunity 

mechanisms capable of neutralizing the systemic 

threats posed by technological innovations, while 

simultaneously preserving the economic and 

functional advantages they bring. 

3.4. Application of artificial intelligence in 

social media 

The findings of the research indicate that AI's 

application domains within social media platforms 

are broad and multifaceted. These applications 

encompass the analysis of textual and visual 

content, spam detection, social analytics, the 

optimization of advertising activities, and the 

collection of large volumes of data. 

In the field of social media advertising, the 

application of AI technologies, particularly on 

platforms such as Facebook and Instagram, enables 

the automated creation of advertising content and 

the construction of targeted advertising strategies 

based on user behavior and demographic 

indicators. This approach creates the conditions for 

increasing the effectiveness of advertising 

campaigns and managing resources more 

optimally. In the marketing context, the "social AI" 

approach offers organizations significant 

advantages in terms of identifying potential 

consumers, selecting appropriate content, and 

refining communication strategies. At the same 

time, existing research demonstrates that the 

human factor, especially regarding the 

components of creativity and emotional impact, 

remains irreplaceable in social media marketing 

(Jaoua, 2025). 

In the field of social analytics, AI-based tools 

enable the acquisition of comprehensive and in-

depth analytical data regarding brands' digital 

activities. Through these technologies, it becomes 

possible to analyze audience behavior, evaluate 

content performance, and identify emerging 

trends. 

As a result, organizations gain the capacity to 

optimize their campaigns in real time and to 

improve the strategic decision-making process (Ali 

et al., 2025). 

Automation likewise constitutes one of the 

principal advantages of AI's application in the 

social media environment. The automation of 

processes such as social listening, the management 

of user interactions, content scheduling, and the 

monitoring of analytical indicators both increases 

operational efficiency and minimizes losses of time 

and resources. 

Furthermore, AI-based chatbot technologies 

play an important role in providing prompt 

responses to user inquiries, delivering 

personalized services, and improving the overall 

customer experience. Such systems not only ensure 

continuous communication for organizations but 

also contribute to the enhancement of user 

satisfaction. 

Three principal risk categories have been 

identified in the use of AI technologies in social 

media: data privacy (unauthorized data use, 

identity theft), bias (reinforcement of stereotypes, 

discrimination), and manipulation (psychological 

targeting, loss of autonomy) (Gorenca, 2025; Kang 

et al., 2025). 

Additional application domains of AI in social 

media include customer behavior analysis, 

customer analytics, consumer engagement, social 

media management, social media monitoring, 

competitive analysis, content creation, content 

curation, sentiment analysis, social media 

analytics, image recognition, facial recognition, 

and natural language understanding. 

Various risk categories and ethical problems 

exist in the use of AI technologies in social media. 

Detailed information regarding these ethical 

problems and risks is presented in fig. 1. 

Deepfake and disinformation: conceptual 

framework. One of the most serious threats posed 

by ai is the blurring of the boundary between real 

and synthetic content. Öhman (2025) analyzed 

1,394 deepfake videos posted on TikTok and 

YouTube and determined that the majority of this 

content carries a satirical and "carnivalesque 

profanation" character. The study emphasizes that 

deepfake technologies continue to represent a 

potential threat in terms of disinformation and the 

manipulation of public opinion (Öhman, 2025). 
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Fig. 1. Ethical problems and risks arising from the 

use of artificial intelligence technologies in social 

media. 

The concept of carnivalesque profanation was 

introduced into academic discourse by the Russian 

philosopher and cultural theorist Mikhail Bakhtin. 

Carnivalesque profanation refers to the subversion 

of the "serious" and the "official," the overturning of 

hierarchies, and the transformation of sacred and 

authoritative figures into ordinary — and 

sometimes ridiculous — objects.  

Though the idea emerged in the 1940s, it came 

into widespread use from 1965 onward. This 

concept is distinct from satire: whereas satire is a 

form of expression directed at criticizing social and 

political realities, carnivalesque profanation, 

grounded in Bakhtin's theory, is characterized by 

the symbolic dismantling of official norms and 

hierarchies and the reduction of the "serious" to an 

object of ridicule. 

Since social media has become the primary 

arena for political debate, AI's influence in this 

domain creates both opportunities and threats for 

democratic processes. Researchers analyzing the 

future of political discourse have devoted 

particular attention to the potential of AI 

technologies to influence electoral behavior and 

enable manipulation (Shalevska, 2024). AI-based 

tools enhance the effectiveness of targeted political 

messaging through the processing of personal 

data, thereby generating new risks for democratic 

processes (fig. 2). Artificial intelligence transforms 

political communication through three principal 

mechanisms: 

1. Personalized communication with potential or 

undecided voter audiences (opportunity); 

2. The rapid spread of disinformation (threat); 

3. The deepening of polarization within 

algorithmic echo chambers (threat). 

Echo chambers are information environments 

produced by algorithms in which users are 

predominantly exposed to content that confirms 

their existing views, while alternative perspectives 

are restricted. In such environments, the algorithm 

presents users only with content that aligns with 

their own opinions — an approach that fosters the 

formation of one-sided thinking. 

 

 
 

Fig. 2. The transformation of political discourse on 

social 

 

Looking ahead at future perspectives, AI 

technologies are projected to deepen further and 

their integration with the digital environment is 

expected to increase substantially. In particular, 

closer integration of AI with augmented reality 

(AR) and virtual reality (VR) technologies, as well 

as with metaverse environments, is anticipated. 

This integration will give rise to new forms of 

digital interaction, elevating the user experience to 

a more immersive level. Next-generation systems 

are expected to be equipped with more advanced 

algorithms capable of analyzing not only user 

behavior but also emotional states. This direction is 

known in the academic literature as Affective 

Computing, and it expands the functional 

boundaries of human-computer interaction by 

developing systems' capacity to recognize human 

emotions and respond to them accordingly. 

One of the most significant directions in the 

advancement of AI is the formation of ethical 

frameworks. In the near future, the 

implementation of stricter legal regulatory 

mechanisms aimed at ensuring algorithmic 

transparency, protecting data privacy, and 

safeguarding user rights is considered essential. 

These frameworks will serve as the principal 



Problems of Information Society, 2026, vol.17, no.2, 88-96 

 

94 

institutional instrument for ensuring the 

responsible and sustainable development of 

artificial intelligence. 

The analysis demonstrates that, while the 

application of AI in social media amplifies the core 

characteristics of the information society, such as 

the rapid circulation of data, mass user 

participation, and personalized content delivery, it 

simultaneously creates serious challenges from the 

standpoint of information security and ethical 

norms (fig.3). 

 

 

 

Fig. 3. Applications and opportunities of AI technologies in social media. 

4. Discussion 

Artificial intelligence, as a complex field 

encompassing a number of fundamental 

technologies, including machine learning, expert 

systems, and computer vision, plays a significant 

role in the transformation of the social media 

environment. These technologies automate the 

processes of information flow processing, content 

filtering, and user behavior analysis, thereby 

reshaping the structure of digital communication 

systems. 

The application of AI in social media platforms 

covers a broad spectrum, generating high levels of 

efficiency through functions such as algorithmic 

recommendation systems, content moderation, 

advertising optimization, and user behavior 

prediction. In this regard, the integration of social 

media and artificial intelligence provides 

significant advantages both in terms of 

personalizing the individual user experience and 

optimizing business processes. 

Research conducted on "problems of the 

information society" demonstrates that the 

development of social media is accompanied not 

only by technological but also by social and 

institutional changes. Social networks have 

transformed the communication structures of 

society, making information exchange faster and 

more global in character (Mammadova & 

Ahmadov, 2017). 

Nevertheless, this technological advancement 

also gives rise to a number of risks. Problems such 

as algorithmic bias, disinformation flows, the 

spread of deepfake technologies, and information 

manipulation exert a serious impact on the 

reliability of the social media environment. At the 

same time, the application of AI-based systems in 

the fields of journalism and media, while creating 

new opportunities in the processes of information 

production and dissemination, also brings ethical 

and professional challenges to the fore (Zalova, 

2020). For this reason, the strengthening of legal 

and ethical regulatory mechanisms in the digital 

environment is considered essential. 

The analysis conducted demonstrates that, 

while the application of AI in social media 

reinforces the core characteristics of the 

information society — rapid circulation of data, 

mass user participation, and personalized content 
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delivery — it simultaneously generates serious 

problems from the standpoint of information 

security and ethical norms (fig. 3). 

5. Conclusion 

Artificial intelligence has become one of the 

most transformative concepts of the modern era, 

encompassing technologies such as machine 

learning, expert systems, computer vision, and 

natural language processing. Its integration with 

social media ecosystems constitutes one of the 

domains in which this transformation is most 

intensively observed. 

The research conducted has demonstrated that 

the application of AI in the social media 

environment creates significant advantages for 

organizations in terms of increasing operational 

efficiency, analyzing user behavior with greater 

precision, and delivering personalized services. At 

the same time, risks such as algorithmic bias, 

deepfake technologies, and the spread of 

disinformation are generating new legal and 

ethical challenges, clearly exposing the inadequacy 

of existing regulatory mechanisms. 

In the course of the research, relevant 

recommendations were put forward across four 

principal directions: 

1. The necessity of establishing national and 

international legal frameworks that ensure 

algorithmic transparency and accountability 

was emphasized. In this regard, the addition of 

new legal regulatory mechanisms to the 

legislation of the Republic of Azerbaijan, 

providing for direct criminal liability for the 

distribution of materials manipulated without a 

person's consent through AI technologies 

(deepfakes) in media and online, as well as a 

mandatory watermarking requirement, is 

assessed as an important step. The "provenance-

independent, participatory moderation" model 

proposed by Australian researchers is also 

noteworthy as an effective approach to 

combating disinformation, one that enhances 

transparency by granting active roles not only 

to platform administrators but also to users and 

third parties such as fact-checking 

organizations (Carlon, 2025). 

2. The strengthening of users' digital literacy was 

brought to the fore. Within the framework of the 

"privacy self-efficacy" concept (Kang et al., 

2025), the development of both the technical 

knowledge and psychological confidence of 

users regarding their capacity to protect 

personal data is considered essential. It has been 

established that individuals with high privacy 

self-efficacy demonstrate stronger security 

behaviors, which substantiates the practical 

significance of digital literacy programs. 

3. The conduct of regular ethical audits of AI 

systemswas recommended. The systematic 

identification and elimination of instances of 

algorithmic bias is a necessary condition for 

ensuring that AI operates in accordance with 

the principles of social equality. 

4. Given that the manipulation of visual and audio 

materials through generative AI and deepfake 

technologies has surpassed traditional security 

barriers, the strengthening of cross-platform 

cooperation was identified as a critical matter. 

The application of machine learning-based 

hybrid detection models and multi-level 

verification systems for the early detection and 

neutralization of such synthetic threats is 

assessed as a scientific necessity (ScienceDirect, 

2025). 

The research demonstrates that while the 

application of AI in social media is indispensable, 

its governance likewise requires a multi-layered 

approach. Without the parallel development of 

institutional regulation, ethical audit mechanisms, 

and behavioral changes at the user level, the 

formation of a sustainable and equitable digital 

environment in this field is not possible. For future 

research, areas such as methodologies for 

measuring algorithmic bias, the cross-national 

integration and harmonization of AI legislation, 

and the enhancement of "privacy self-efficacy" 

through intervention programs have been 

identified as promising directions. 
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