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ESSENCE, OPPORTUNITIES AND SCIENTIFIC PROBLEMS OF E-MEDICINE

The article examines the factors and trends defining the necessity of the formation of electronic
medicine. It also highlights the purpose, essence and capabilities of e-medicine. Moreover, the
international experience in the field of e-medicine and the situation with its formation in
Azerbaijan are reviewed. The weaknesses of the scientific basis for informatization of health are
mentioned, and the improvement of e-medicine through the solution of problems requiring
scientific support are identified. Suggestions on the development of e-medicine in Azerbaijan are
put forward.
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Introduction

At present, the daily activity in the field of healthcare and medicine in any country is based
on information and communication and depend on their core technologies. The necessity of the
integration of information and communication technologies (ICTs) into health is increasing. It also
deals with the provision of high-quality and safe medical services for citizens, reporting and
accounting and medical surveys covering the efficient deployment of personnel, statistical data
collection, protection, processing and transmission procedures. All of these, in turn, raise the need
for comprehensive informatization of health care.

This article aims at the investigation of the factors and tendencies that shape the formation
of e-medicine, the analysis of the essence and benefits of electronic health (e-health), the analysis
of the informatization of the tendencies and the identification of the major problems in the
development process of the national e-health system.

Factors and trends imposing e-medicine formation

The World Health Organization (WHO) defines e-health as the use of ICT in medicine and
health [1].

In a broad sense, e-health serves to improve the information flow by using electronic tools
to deliver healthcare services and support health management systems [2]. The application of ICT
offers a new set of services that will eliminate the dependence on the user's location [3].

The arguments supporting the application of ICT in the health and medical sector are already
in sight for many decades. The experience of many countries shows that the advancement of e-
health to the strategic planning in the field of health has been achieved due to the crisis in this
sector, which are provided by numerous factors [4]. These factors include:

= minor changes in the data collection, storage and processing generated in the process of

treatment of patients in the background of the wide use of high-tech equipment for the
diagnosis and treatment of diseases;

= demographic processes: a) low birth rates, aging and an increase in elderly population in

the developed countries; b) rapid growth in the young population in the developing
countries;

= numerous cases where the content of the medical documents is unrecoverable or difficult

to be recovered,

= opening several medical records of a patient in various polyclinics and diagnostic centers

he/she applies due to the lack of information communications between the treatment
facilities and the failure to ensure the confidentiality of the medical data stored on paper;
= wasting 40% of the time by doctors and medical personnel for the documentation and
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search of the necessary information;errors occurring due to incompleteness or
inaccessibility of medical information affecting the quality of the provided services [5];

= need for physicians’ decisions in the context of perception, coordination and analysis of
large amounts of information [6];

= statistics of physician errors, which clearly demonstrate the gradual "deepening cracks™ of
the traditional model of the healthcare system [7].

At the same time, ICT has created a new public trend for the health workers and healthcare
system, as a whole. The catalyst of this tendency is the Internet, which provides access to
information and leads to the exceptional scale of communication between millions of people
around the world [8, 9].

As a key source of information and a basic infrastructure for the fast, secure and reliable data
transfer processes, the Internet has led to the emergence of new realities in medicine:

— medical knowledge has become accessible to everybody by attaining a new status, and the
availability of numerous medical information on the Internet;

— relationships inherent to the real medical system are simulated in virtual space.
Establishing contacts with the patients through the Internet in the virtual information space
enables establishing the virtual medical societies providing remote medical consultation,
I.e., the interaction of the actors participating in the health system in the new reality is
forming;

— tendency of transiting to the treatment at home has developed and is expanding, which
involves the monitoring of the condition of the patient through the Internet;

— preference of ambulatory and preventive treatment compared to stationary treatment is one
of the trends observed in modern healthcare;

— involvement of a citizen in the protection of own health and provision of the control of the
patients at home, consultation of physicians and counseling have become one of the
fundamental components of the reforms in health systems of the developed countries;

— provision of the doctors-specialists’ services to the remote populations through the Internet
will considerably reduce financial costs.

All these factors and trends, including the increasing need for public health services, have
led to the integration of modern ICT into healthcare in the developing countries. ICT can be a
driving force in addressing many serious problems and improving the health care performance
without investing large amounts of money in this field. In this regard, one of the main
implementation fields of ICT specified in the Action Plan of the World Summits on Information
Society held in Geneva in 2003 and in Tunisia in 2005 is medicine [10].

Establishment of e-medicine

The development of the health services market and the introduction of ICT in this field have
been included to the priorities since 2000. G8 project on Global Health Governance (G8) in 2000
is the starting point for eHealth. As a next step, the resolution discussed in the 58th session of the
World Health Assembly in 2005 and adopted by WHO, including the E-health concept should be
mentioned. This resolution emphasizes an important role of e-health in increasing the quality of
health care and improving the quality of health and health-related activities.
The challenges addressed to the states by the WHO on e-health include:
— development of strategic plans and legal basis for the implementation of e-health
services;
— mobilization of participants and co-ordination of stakeholders;
— establishment of national centers for comparative analysis of activities and identification
of best practice [11].
E-health and telemedicine has been included into the European Union (EU) agenda with the
Lisbon Strategy at late 1990s. This political document has emphasized a vital role ICT of in the
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modernization of health. This strategy was later titled "E-health™. In 2008, European Commission
declared e-health as one of the six key EU initiatives [12].

The Organization for Economic Cooperation and Development (OECD) considers the
application of ICT in medicine as a key driving force for economic growth, particularly in the
developing countries [13]. The OECD believes that when telemedicine and telehealth are a part of
the complex utilization of telecommunications and information technologies, their economic
efficiency is significantly improved [14].

WHO Global Observatory for E-Health has been set up to combine efforts by the world's
medical community to informatize the healthcare [15].

Terminological problems of e-medicine

The study of the terminological problems of e-medicine revealed that the term
"telemedicine” started to be widely used and accepted in the mid-1990s. Later, the authors began
to distinguish the terms "telemedicine”, "e-medicine", "e-health”, and "telehealth”. At present,
there is no definite approach to the scope of these terms offered by the researchers. However, the
following views are available [15-19]:

1. E-health, including e-medicine (telemedicine) are broader terms. In this sense, the term
e-health covers a variety of information and communication and medical services
delivered remotely (mostly over the Internet).

2. E-medicine, telemedicine and e-health are different concepts. Thus, e-medicine covers
medical services such as tele-recordiology, tele-radiology, tele-pathology, tele-
ophthalmology, tele-dermatology, and tele-surgery. E-health also includes the use of ICT,
medical communication services, picture archiving and communication systems (PACS),
medical information systems (MIS), e-education, and electronic prescription of
medicaments in health care.

3. Telemedicine (e-medicine) and telehealth (e-health) are the same concepts.

The American telemedicine agency has historically believed that telemedicine (e-medicine)
and telehealth (e-health) are synonymous terms that cover a wide range of health care services.
Providing the consultations to the patients via videoconference and various portals; remote
diagnosis of essential functions; transmission and exchange of medical images, laboratory
analysis, electronic data, reporting and accounting and management data, including continuous
medical education; establishment and expansion of wireless communication taking into account
the wishes and suggestions of the patient; and information support for medical research, are
considered as parts of e-medicine and e-health.

Evidently, the terms e-medicine and e-health were first used by ICT managers and marketers
as the notions e-commerce, e-business, and e-solutions. At the same time, this term can be regarded
as an attempt to advertise the new opportunities of the Internet in healthcare for the users.

Due to the lack of unambiguous approaches to "e-medicine”, "telemedicine” and "e-health”,
today there are no single definitions. Thus, there are many definitions of these terms in literature.

In the academic environment, some researchers believe that the term e-health should remain

in the business and marketing environment and should be avoided in scientific and medical
literature. However, given the fact that this term has already included into scientific literature, a
group of researchers has given the following definition in line with its scientific tradition:

e-Health is an emerging field in the intersection of medical informatics, public health and
business, referring to health services and information delivered or enhanced through the Internet
and related technologies. In a broader sense, the term characterizes not only a technical
development, but also a state-of-mind, a way of thinking, an attitude, and a commitment for
networked, global thinking, to improve health care locally, regionally, and worldwide by using
information and communication technology. [20].

In the presented article, the terms "e-medicine” and "e-health™ are used as synonyms.
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The goal of e-medicine

E-medicine is based on the methodology proposed by WHO and the International
Telecommunication Union (ITU) [11-13].

The objectives of e-medicine include:

— improving the quality and accessibility of medical services delivered to the population;

— reducing health resources and expenditures through improved governance;

— constantly informing the population about healthy lifestyles, prevention of diseases,
provision of medical services for different purposes and creating the opportunity for
each citizen to control their health;

— eliminating the different types of discrimination (age, disability, poverty, etc.) in
healthcare provision.

a)Person-oriented approach.

The main priority of the concept of e-medicine is an individual-oriented approach. The main
objective of individual-oriented approach is to direct all electronic services and databases to the
patient. In other words, all the medical information of a certain individual is "connected™ to his/her
personal identity, and thereby it is possible to access all this medical information is available at
any institution he/she applies to. It dramatically changes the process of interaction between the
patient and the medical institution, making it faster, more accurate and effective. All therapeutic
and diagnostic processes of the medical institution should be informatized for the realization of
the individual-oriented approach.

In this context, e-health is a fusion of the distributed medical databases that provide a
distinctive interactive consultation in the system of the relationships between "physician-to-
patient”, "doctor- to- doctor", "doctor-to-nurse"”, and "medical institution —to - medical institution"
basedn on individual-oriented approach. (person-oriented approach)

b) Electronic Health Records (EHR)

EHR is an electronic analogue of a typical medical record (paper health history) of the patient
and stores data from various sources: medical centers, hospitals, doctors, and laboratories.
Currently, the following terms are used: electronic medical passport, electronic health records
(EHR) or passport, electronic illness history, Electronic Medical Records (EMR).

EHR is a collection of individual medical information (IMI) presented as electronic medical
records about the health of the person (individual). EHR consists of general, clinical, biometric,
social, economic, financial, insurance and other structured detailed information about the patient.
It also ensures documentation of the medical services provided to the patients. EHR implies a
medical document drawn up in a computer-comprehensible format and providing access to the
adequate and accurate information for decision making and recommendations [22].

EHR aims at providing conditions for the continuity, consistency and quality of treatment,
timely implementation of preventive and other measures to protect the health of a particular
individual by documenting and maintaining appropriate medical information and its timely
delivery to a competent medical personnel [22, 23].

It should be noted that the EHR of the patient is filled from birth, and this process continues
throughout his/her lifetime. The application of EHR is required to ensure the accessibility of the non-
contradictory and complete, operative data anywhere. At the same time, these data must be structured
in accordance with the methodology for compiling medical documentation, capable to be interpreted
in different languages, and support the decision-making in the appropriate place and time.

Using the EHR, physician gets access to the information needed for decision-making on the
treatment of the patient. Moreover, physician spends less time filling in the patient’s record and
focuses on the immediate communication with the patient. As a result, the quality of medical
services provided to the population is increasing.
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The essence and capabilities of e-medicine

The essence of e-medicine is the presentation of a set of tools that provide secure electronic
information on the health of patients at the right place and time [24].

The working principles of collection, processing, usage, transfer and storage of electronic
medical information are based on the generation of unified information resources that enable
working with personal data of the patients and share this information with other medical
institutions. Transition to e-health implies the establishment of networks for the transmission of
medical information both locally and globally and the formation of a single information space
based on those networks. E-medical infrastructure involves the tools that support both physician
decisions and management decisions [25].

A global approach to support of treatment-diagnostics, medical-prophylactic and
rehabilitation decisions made by physicians shows that the patient's electronic health records
(medical records) constitute the “core"” of e-medicine. Since the 80s of the last century, electronic
health records (EHR), which enables the digitization of all health data of the patients, have been
recognized as successful innovative technologies [22, 23].

At the same time, traditionally, one of the main tasks of the general practitioner is to compile
the accounting records timely and properly. EHR also facilitates the work of professionals in this
field [26]. EHR integrated on several healthcare facilities are a key element of e-health in many
countries around the world.

The introduction of ICT into the healthcare system and the establishment of a single medical
information space allows tracking the patient's health status and providing access to them,
improving the quality of medical care, and developing the administrative management. The
introduction of e-health offers the following opportunities [27, 28]:

— remote monitoring of patients and better dissemination of information among the

patients;

— provision of access to relevant electronic medical services for the disabled and the

elderly and the population of remote regions and villages;

— continuous improvement of the health care system through more effective use of the

latest health achievements;

— making more substantiated decisions on regulation, legal, financial, investment and

research issues through the provision of access to different information;

— provision of patients’ access to their electronic medical information at right time and

place, and making reasonable decisions on care and treatment;

— provision of physician’s access to all relevant information for more effective support

and monitoring of the patient's health;

— provision of access to information on any disease, its prevention and treatment for

doctors and patients

— provision of public access to medical information through the Internet or mobile

telephony.

International experience in e-medicine

Currently, the health care system in entire world is being informatized. More than half of the
world's states are operating in this field based on the methodology offered by WHO and ITU.
Obviously, the implementation of any international innovation program in a certain country is based
on the selection of the model taking into account the national characteristics. From this point of view,
although there is no rich international experience in the field of e-medicine, each country has developed
its unique model. These models depend on the development, organization and financing principles of
the healthcare in the country. The state plays a crucial role in the establishment of the e-medical system.
That is, the state is the main investor in this field and responsible for the funds of the taxpayers.
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Analysis of literary sources and the Internet publications shows that the introduction of ICT in
the practical medicine is based on the implementation of the state programs and initiatives on e-
health development in different countries around the world. These programs and initiatives include
the organization of the electronic document circulation, the maintenance of the current status of
electronic record of the citizens, the development of telemedicine and monitoring system of the
public health, the generation of the Internet resources, and the personalized accounting of the medical
services [29]. For example, EU-funded E-Health Action Plan 2012-2020: Innovative Health of the
21st Century program provides ICT solutions at national and transnational levels [30, 31].

The USA is implementing the "Integrated Development Program for Medical Sector” within
the e-government and Canada is implementing the "Single E-medicine System Development
Program™ [32]. Within the framework of these programs, electronic health passport (record),
personalized medical services, ICT infrastructure of e-medicine, e-document circulation,
telemedicine, the establishment of inquiry data and classification registries are underway in the
mentioned countries. At the same time, each of these countries has developed or is developing e-
health strategies. Thus, 70% of the 53 member states of the WHO European Region have adopted
the national e-health policies or strategies [31].

Some CIS countries are also taking active measures for the introduction of ICT in medicine
in. The "E-health" program of the Russian Federation out of these countries is the most developed.
Thus, the Federal Agency for Technical Regulation and Metrology approved the National Standard
of "Electronic Medical Record"”, which defines the general principles, terms and definitions,
structure and application fields, and adopted the concept of establishing a single state information
system in the field of medicine [33].

Kazakhstan, Uzbekistan, Belorussia, Ukraine, Moldova and Kyrgyzstan have established the
centers for the informatization of medicine [34-39]. The Republic of Kazakhstan adopted the
"Concept of E-medicine Development" for years 2013-2020. The Republic of Kyrgyzstan has also
prepared a draft Concept of E-medicine Development. Moreover, a draft law on the approval of
the State program "Health 2020: Ukraine dimension™ has been prepared. The "Concept of the
Single Integrated Medical Information System" has been adopted within the framework of the
National Strategy "Electronic Moldova". The Republic of Belarus adopted the "National
Development Program for ICT Services for 2015", in 2011. Within this program, the "E-health”
subprogram is implemented. Its main tasks include the development of electronic document
circulation, the development of monitoring system of telemedicine and population’s health, and
the creation of medical resources. Uzbekistan has also approved the National Concept for the
Development of National Integrated Information System of healthcare in 2009, which describes
the formation stages of e-health in the country in details. The Kyrgyz government approved a draft
resolution on the approval of e-health program of the Republic of Kyrgyzstan for years 2016-2020.

E-medicine in Azerbaijan

Today, there are no separate conceptual and strategic documents on the informatization of
medicine in Azerbaijan. The informatization processes of public health have been implemented
based on the state programs "Electronic Azerbaijan (2003-2008)", "Electronic Azerbaijan (2010-
2012)". Nowadays, they are being implemented in accordance with the conceptual documents as
the National Strategy for the Development of the Information Society in the Republic of
Azerbaijan for 2014-2020" and "Strategic Road Map on the Development of Telecommunication
and Information Technologies in the Republic of Azerbaijan" [40, 41].

Within the framework of these programs and separate projects, EHR (for newborns) is
provided, exemplary medical information system is developed, online order of medical
examination record is available, and the registry of inquiry data and classification is created in
Azerbaijan [42].
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In May 2010, Health Informatization Center under the Ministry of Health of the Republic of
Azerbaijan was established in connection with the development of e-health in Azerbaijan. The
Center is performing the central functions on the public monitoring and the general coordination
and management of the Health System Informatization.

There are a number of technical and organizational challenges to be resolved for the
application of ICT in the medical sector of Azerbaijan. Currently, the healthcare is not
systematically informatized. Separate clinics are available, where most business processes are
informatized and local databases are created. These medical institutions digitally share the
information about patients. However, the applied medical information systems (MIS) are the
products of various IT companies, which do not correspond to one another, and obviously, they
can not share information within a single e-health approach.

Since the healthcare providers choose medical software themselves, the problems of

inconsistencies are constantly growing. The lack of uniform methodological approach to data
collection, processing and storage, and the absence of infrastructure and systematic information
system do not allow for accurately evaluating the health status of the Republic of Azerbaijan.
On the other hand, serious issues have arose in Azerbaijan for the formation of e-health in line
with the National Strategy. To address these issues, the National Health Network, which ensures
the secure the broadband network connection for all medical personnel, healthcare providers,
should be established and developed. Furthermore, EHR system should be improved and provided
to all age groups; MIS’s application should be expanded and coordinated with the eHealth; medical
resources for general use should be established; tele-medicine should be developed; and ICT
knowledge of medical workforce should be promoted.

The priorities of the "Strategic Road Map on the Development of Telecommunication and
Information Technologies in the Republic of Azerbaijan™ approved by the Decree of the President
of the Republic of Azerbaijan dated December 6, 2016, include the "Development of Integrated
Continuous Electronic Health Infrastructure”. The health information system, which will be
developed as a core component of this infrastructure, will incorporate e-health information,
electronic registration, digital descriptions and electronic prescription components.

Scientific problems of e-medicine

International practice shows that today the scientific bases of the informatization process are
not sufficiently developed. The scientific problems of e-medicine directly depend on the goals and
tendencies of its informatization and the digitization of the information, organizational-
management, treatment-diagnostics, personnel, resource, economics and others certain aspects of
the medical institutions and aim at the solution of various issues. Some of these issues are related
to the development of a general methodology for the informatization of the medical institutions,
while the other part requires the development of specific issues related to the medical field [43].
These specific issues include the turnover of the electronic medical records and its standardization,
the unification of medical information description, and the development of the architecture for the
management system of software and database for medical applications, and mobile health care. In
addition, the list of specific issues cover the development of electronic tools for sharing of the
patient’s information; continuous analysis, assessment and forecasting of the information collected
in the health information database; the clinical and management decision support in e-health
environment; provision of medical information safety; improvement of the quality of medical
services; and extra costs reduction [44-46].

Below are some of the scientific problems arisen in different stages of the informatization
process of medicine, which are challenging for professionals.
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Integration problems in e-medicine

The modern concept of ICT involves the collection of information obtained from different
sources (medical records archives, results from laboratories, financial information, etc.) and the
development of tools for data sharing.

Establishment and development of MISs and their integration in regional, institutional and
national healthcare are quite multifunctional, complex and difficult issues [47]. Today, the theory,
principles and methods of open systems are applied as the main integration tools [48]. In order to
solve the problem of reconciliation of the information systems with different platforms, the agreed
set of interfaces, protocols and data format standards should be used.

The MISs should provide the clinical and non-clinical data sharing by maintaining a
semantic meaning. In this case, in addition to common standards, the specific health standards
should be used for the solution of the problem of reconciliation. The formation of a single
information space for clinical data should be based on the general classifications, terminology and
communication standards.

Standardization problems in e-medicine

The standardization of the medical records in e-medicine, information sharing among
different MISs is one of the most challenging problems in the world. The main difficulty is due to
the availability of the excessive number of concepts and terminology used in modern medicine.
According to the expert estimates, there are more than 2 million definitions and terms in this area.
For example, the Oxford dictionary contains 615,000 words.

At the background of the increasing exchange of various information about the patient, the
use of terminology, electronic records, digital descriptions standards and international
classifications has become more definite. The key priorities for the coordination of different types
and levels of MISs are related to the unification of national standards with the internationally
accepted standards. From this point of view, the establishment of national standards supporting
the medical document circulation on a single methodology, referring to international standards is
one of the topical scientific and applied problems in the field of medical terminology. In most
developed countries, the "Health Level Seven" (HL7) standard is used for MISs, the "Clinical
Document Architecture” (CDA v.2.0) standard - for the unification of the clinical document
architecture, the SNOMED (Systematized Nomenclature of Medicine - Clinical Terms) standard -
for medical terms nomenclature, and DICOM (Digital Imaging and Communications in Medicine)
standard - for digital medical descriptions [49].

Software and hardware tools

a) Grid technologies in e-medicine is used to build an infrastructure that provides services
for processing and integration of distributed bio-medical data. The EU e-medical system is widely
using grid-technologies. The creators of e-medical system explain the advantages of applying this
technology by three main factors: 1) increasing the availability and quality of medical services at
the expense of rapid diagnosis; 2) reducing the cost of medical services at the expense of early
detection of the disease; 3) reducing the medical errors and the selection of optimal treatment
strategies through the use of computer programs that provide the access to the medical data [50].

b) Cloud technologies. At present, information systems and information technology
applications in the software and hardware architecture of e-medicine are based on the Client-
Server principle. Whereas the use of cloud technology is mainly limited to hosting electronic
medical information for small businesses (SaaS model). However, cloud technologies have a wide
range of medical opportunities. Therefore, existing architectures are predicted to gradually switch
to cloud technologies. Cloud technologies may enable the creation of more effective and
transparent data infrastructure through the reconciliation of data processing centers and MISs of
healthcare institutions. Storing the primary medical data in clouds can provide secure data sharing
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among medical systems [51]. For example, various healthcare providers can store medical
information in cloud and share information and monitor the clinical data at real-time, and acquires
analytical information on different clinical situations [52].

Information support for decision-making in clinical medicine

Information support for the diagnostic and treatment decisions in clinical medicine is of the
global tendencies of e-medicine. A number of factors can explain this: 1) medical disorders are
manifested in different forms, and therefore, there is no unequivocal criteria for diagnosis and
treatment; 2) each disease is based on a large number of input indicators; 3) these indicators are
qualitative and quantitative, and their values are characterized by inaccuracies. An experienced
physician combines the baseline data with personal practice to confirm own hypothesis, taking into
account similar situations in a particular situation, and identifies atypical forms of the disease, and
finally, predicts the dynamics of the process. It necessitates the imitation of logical judgments on the
treatment and diagnostic decisions based on the knowledge and empirical experience of the physician.
Obviously, knowledge-based intelligent systems (expert systems, decision-support systems) are used
to collect, store, manipulate, and evaluate the knowledge of experienced physicians-experts, and to
identify and make adequate decisions for each particular set of data. The basis of these systems is the
knowledge base consisting of cause-and-effect relationships in the specific subject area of medicine
available as various rules that imitate the doctor's views, their possible causes and development
duration, clinical manifestations, diagnostic evaluation of the observed symptoms.

The use of expert systems and decision support systems in most different areas of clinical
healthcare may reduce the number of physician errors. These systems can be used to solve the
following issues: assistance in the diagnosis process, search for case studies (precedents), therapy
control and planning, images recognition and interpretation, and the monitoring of clinical and
pharmacological properties (toxicity) of drugs [53, 54].

The development of medical intellectual systems is related to the solution of many scientific
problems. These problems include selection of effective methods of knowledge acquisition from
experts, the development of the methods for expert data processing, including the methodology
for building knowledge base of the expert systems, the methods for analysis, evaluation and
decision-making, advanced user interface, and the tools for the knowledge base editing and
installation, including the visualization of the decision making process, analysis of results, their
interpretation and explanation.

Security problems of personal data in e-medicine environment

The problem of information security in the medical field is distinguished by its specificity.
This peculiarity is related to more sensitive and private medical data. Thus, e-medicine grounds
on EHR that contains the information about the health of the individual. EHR is a MIS compiled
in a computer-compliant way, which provides the access to accurate and truthful information for
making the necessary decisions and recommendations. Protection and safe transmission of PMI in
the operation of these systems are directly influencing the development of e-medicine [55].

Security of PMI implies the protection of PMI from internal or external threats, transmitted
or supported by electronic media and any other technical or communication devices, including
their protection against leakage, theft, loss, unauthorized destruction, distortion, modification
(counterfeiting), copy and blocking.

According to the international practice, solutions of security problems of MIS requires the
provision of the followings: confidentiality (prevention of unauthorized access to PMI), integrity
(provision of the reliability of the medical data information when sharing, protection against
unauthorized modification of information), and availability (access to information and associated
assets by the authorized users, including the resistance mode in case of excessive overloading of
MIS) [56-58].
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It is required to develop new scientific approaches and solutions to reliably ensure PMI’s
confidentiality [59].

Researches in the field of tele-medicine

One of the most important aspects of innovative healthcare is the development of
telemedicine. These technologies provide remote consultation, examination, processing of primary
information in highly specialized centers, and saving the time spent on examination, and increased
accuracy of diagnostics. The research in the field of telemedicine is conducted in the following
areas: remote monitoring of health indicators, the development of effective methods for the
formalization and processing of medical data (descriptions and electrical signals (e.g.
electrorecordiograms)); the development of the methods for the collection of distributed data and
their rapid transmission to the integrated medical information system; the development of the
methods and algorithms of data compression [60].

One of the dynamically developing trend of e-health is mobile telemedicine. Mobile
telemedicine combines multiple satellite communication tools, mobile information technologies
(phones, smartphones, and tablets) and various wireless communication technologies to provide
wireless data transmission. Cellular telemedicine (mobile medicine) enables the patient to benefit
from the remote treatment at home, uninterrupted tele-monitoring of the patient's health, and
medical consultation [61]. The scientific problems of mobile medicine include integration of
sensors to various portable accessories and mobile phones, the different approaches to mobile
monitoring of the patient’s health, accuracy and security of data acquired through wireless
technologies.

Large-scale data problems in e-medicine

Modern medical institutions are generating large volumes of different types of data (Big
Data). Big Data in the medical field is generated due to EHR, wearable sensors, stationary medical
devices, results of various laboratory analyses; radiological images, statistical data collected for
years in clinics, pharmacological relationships of the drugs, and decoded results of individuals’
genome.

The development of mobile technologies and the Internet of Things has accelerated the
growth of personal data [62, 63].

The quality of medical care depends on how efficiently the doctors, administrators and
governing bodies use this information. Big Data technologies may be used to support treatment-
diagnostic and organizational-management decisions [64, 65]. Increased access to medical data
offers deeper understanding of the relationships that are created on the basis of large amounts of
data collected from various data sets using Big Data technologies and to convert the latter into
new knowledge. The analysis of Big Data may reveal unexpected mutual relationships or patterns
beyond human capabilities. One of the major trends in this field is to manage the health status of
a patient and to support clinical decisions taking into account the health information of the
previous years, including the results of current laboratory examinations, demographic
characteristics (age, gender, and ethnic affiliation), drug response and the retrospective
information about his/her interactions with the medicaments.

At present, the development of large-scale data analysis and summarization methods is one
of the global challenges facing the scientists [66].

Systems supporting the living ambient of the elderly

At present, one of the global challenges is the aging of the world's population and the rapid
increase in the number of people above 65. This process also increases the number of people
suffering from the chronic diseases (arterial hypertension, heart failure, diabetes and memory
disorders). This, in turn, contributes to the growth of health care costs.
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The role of ICT solutions in the improvement of the quality of medical services provided to
the elderly and in the partial reduction of health expenditures is rising. Ambient Assisted Living
(AAL), which supports the living of the elderly, has great potential for the development of
individual medicine and the involvement of citizens in the treatment of their illnesses by using
ICT [67]. The AAL system provides these people with medical transmitters, computers, wireless
networks, software supplements, methods and services to support safe and healthy lives of the
elderly and rehabilitating people [68]. The main objective of this system is to extend the lifetime
through the use of ICT being more accessible to health care providers. Integration of the patients’
EHR with the Internet-enabled smart-gadgets controlling the most important health indicators
(sleep cycle, heart rate, pressure) allows physicians to monitor the latter in the real-time mode and
provide telemedicine services [69]. Such systems can be successfully used for the rehabilitation
and integration of people with disabilities into the community.

Physician-patient-medical institution relationship in e-medicine

The patient-oriented approach in the e-medical system has led to the transformations in the
relationship between the physician and the patient. This problem, which is sufficiently actual,
envisages the solution of a number of issues: the synthesis of the new system of relationships in
the national health system; the impact of the new medical service market and the gradual transition
of the physician-patient relations into the client-physician relations in the context of the formation
of individual medicine on the quality of medical services and social and economic criteria; the
development of the models for acceptable management of the patient-medical institution relations
in e-medicine [70].

Human resource management in the field of medicine

The development of the scientific basis for managing human resources cover the following
issues: monitoring of supply and demand for various qualified specialists in the field of medicine,
their regional distribution and balancing, and the adaptation of medical education to labor market
requirements [71-73].

Evidently, scientific support of e-medicine is not limited to the above mentioned trends and
ICT problems. There are numerous multidisciplinary scientific problems in the informatization
process of medicine. The future development of e-medicine depends on the resolution of these
problems. Of course, most of them are related to the application of ICT in medicine. However, the
introduction of ICT in almost all spheres of human activity, including medicine, creates other
serious problems. These problems are the medical problems of ICT, such as information
overloading, illnesses caused by ICT, lifestyle disorders formed by ICT, and ICT addiction.

Scientific centers in e-medicine

Coverage of the scientific problems of e-medicine and the urgency of modernization of
health have increased the interest of the international scientific community in the studies in this
area. Specialized scientific centers have been established in a number of EU countries. Other states
have included academic and research institutions in the list of priorities [54, 74]. The database of
European priorities and strategies in E-medicine has been set up. This database covers e-medicine
files from 27 EU countries, including Turkey, Iceland, Liechtenstein, Norway and Switzerland
[75]. The goals of the database are to gather, compare and identify best practices, and formulate
regional and international cooperation. Some CIS countries are also conducting studies on e-
health. The presentation of the Department of Information Technology and Computing Systems
of the Russian Academy of Sciences has prioritized the research activities in the field of medical
informatics. The Medical Informatics Research Center at the Institute of Software Systems of the
Russian Academy of Sciences [76], the Institute of Modern Information Technology of the Federal
Research Center for Informatics and Management [77], and the United Institute of the Problems
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if Informatics of the National Academy of Sciences of Belarus [78] are also conducting
fundamental and applied studies in bioinformatics and medical informatics.

Conclusion

The analysis of the world practice on the development of e-medicine allows us to conclude

the followings:

1. Formation of the national e-medical system envisages the identification of the legal
status of electronic documents, protection and secure transmission of confidential
information about the patient, scientific and technological and human resource training,
compliance with international standards.

2. Most countries have adopted the development concept and national programs that set
priorities of the informatization for the establishment of e-medicine system.

3. Informatization process has many scientific problems, most of which are of global
character and require large-scale scientific research.

4. Currently there are no specific conceptual and strategic documents on the
informatization of health in Azerbaijan.

Based on the above-mentioned conclusions, it is important to develop a state program that

envisages the implementation of political, administrative, regulatory-legal, personnel, scientific-
innovative and technological-software measures on the formation and development of e-health in

Azerbaijan.
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