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PROBLEMS OF PROTECTION OF PERSONAL DATA IN HUMAN RESOURCE
MANAGEMENT SYSTEMS

The article describes the nature of employees’ personal data in human resource management
systems and reviews protection and security issues. These systems are important in an
organisation’s personnel management because of the threat of workers’ personal data being
disclosed. The purpose of the study is to analyse the experience of developed countries in the
areas of protection and security of workers’ personal data and legislation related to that topic.
The best practices in the protection of workers’ personal data in the labour legislation of the
Republic of Azerbaijan indicate the necessity of appropriate development of regulations within
any organisation.
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Introduction

In the 1960s, Drucker, who developed the management theory of intelligent labour, began
to form a theory on the innovative economy. The theory is based on new ideas about the
information society which is characterised by constant changes. According to Drucker, a
combination of information technology and human resources capabilities will lead to the
emergence of the global system for management support and define the key competitive
advantage of a company in the twenty-first century (Figure 1) [1].
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Figure 1. Global management support systems — future
information-management

The HRM system is an example of the realisation of this idea. There are many software
products at the intersection of HRM issues and information technology. This system supports all
the elements of human resource management, such as recruitment, planning, training,
assessment, positioning and re-positioning and motivation, although it was meant for accounting
and payroll only when it was first developed [2, 3]. For example, SAP (founded in 1972,
Germany, annual turnover of more than 14 billion), Gartner (USA), BAAN (founded in the
Netherlands in 2003), Scala (founded in 1978, Sweden), Navision (founded in 1983, Denmark,
currently used in Norway, Germany, Spain, England, the US), and etc. [4-8].
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Russia develops a number of new software products that take into account the specific
features of the local conditions, for example, "Bocc-kaaposuk”, "1C", "Ilapyc", "T"anaktuka",
"Bacm-IIpo". These products can be divided into the following groups: "Wndun" package,
"UudpoCodt" package, "T'anaktuka" corporation personnel system, "Ynpasnenue nepconaaom"
module of "UuTepTpact" company, "3apmiara u kaapel" module of "1C" Company, accounting
system of "Ilapyc" company on personnel, labor and wages, Oracle HR system of "SAP
R/3"company, Ynupasnenne nepconanom system of "AuT CODT" Company , [lepconan system
of bopnac Aii-bu-Cu Company, bocc-Kaaposuk system, and etc. [9].

The globalisation process and the development of high technologies have changed
perspectives on relations with the personnel. The solution of each HRM issues requires new
conceptual approaches to the regulation of personnel relations and the development of
scientifically substantiated methods. HRM’s effectiveness depends on a person’s managerial
competence (i.e., knowledge, professional skills, personal and behavioural qualities, intellectual
and professional qualities). HRM focusses on supporting the business strategy of the organisation
in the context of improving the features and role of human participation [10-12]. Intelligent
technologies are currently being used to develop HRM decision support systems for personnel
planning, recruitment and admission, dismissal and promotion [13-15]. However, confidentiality
problems and personal data protection in these systems still remains a pressing issue.

Personal data security and the confidentiality of workers

The efficient use of HRM systems requires organisational support (supporting personnel,
developing new corporate organisational rules, training personnel, etc.), and it necessitates the
confidentiality and protection of data about employees that may cause material and moral harm if
leaked. To appreciate the significance of the situation, an article on the official website of the
European Commission on the “Protection of Workers’ Personal Data” states that in the areas where
personal data is stored and information technology is used, the organisation of labour shall be
strengthened and expanded. Otherwise, the gap between work and personal life will expand [16].

International experience shows that one of the main obstacles to the development of HRM
systems is the issue of ensuring the confidentiality and safety of workers’ personal data [16, 17].
Thus, any organisation with access to the data of its employees should guarantee the safety and
confidentiality of the information. Any information about any employee, regardless of where it is
stored, should be confidential. Employees’ confidential data should be given to a third party by the
authorised person within the enterprise (the employer) only with the consent of the worker [18].

The protection and information security of employees’ personal data is regulated by ISO
77799, adopted in 2000 [19]. The standard is based on the BS 7799 standard for “the practical
rules of information security control” adopted in 1995 in the UK. According to this standard,
information security includes the following:

e At the organisational (administrative and procedural) level, the goal set by the

organisation and its security policy to achieve this goal;

e At the procedural level, the development and implementation of physical protection
measures and information security guidelines for personnel;

e At the technical (hardware and software) level, the implementation of tested and certified
decisions; standard countermeasures such as backups, password and anti-virus protection,
firewalls, data encryption and so on.

The ISO 27002 standard was developed in 2013 based on ISO 77799 standards. The ISO
27002 standard includes “the guidelines and principles of information security management,
implementation, maintenance and development within the organisation”. For the first time, the
standard specifies security issues in certain areas (e.g., health care, manufacturing, etc.), and
consists of 14 control sections, which covers 114 standard elements [20]. The sections include
security policies of the organisation, the organisation of information security, human resources
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security, physical security, communication control, and control of entries, information systems
acquisition, improvement, and maintenance.

The main audit areas include examining available security policies, standards, guidelines
and procedures; detecting existing security gaps and risks; and recommendations for safety
improvements. Security audits should be conducted periodically to ensure compliance with
security policy and to reduce the risks [21].

The main objectives of the audit of personnel records are described in [22] and include
compliance with “regulations on the protection of the workers’ personal data”, that is, a
normative act of the company.

The character of the workers’ personal data in HRM systems

The workers’ personal data is the information, facts, events and situations that identify a
specific employee and are necessary for the employer to establish labour relations with him/her
[17].

HRM systems should ideally provide the following:

e storing professional archives for each employee;

e multiple (multi-criteria) candidates for vacancies;

o certification of personnel, taking into account testing methods;

e ranking personnel;

e cvaluation of employees’ performance (including management staf¥).

Such a system allows a company:

e to detect negative circumstances in the company;
to control expenses for personnel training;
to assess motivation;
to develop motivation mechanisms to increase employees’ interest;
to develop a modern recruitment system;
optimal placement of personnel;
to design the company's new staff structure;
¢ to analyse quantitative and qualitative parameters of the personnel.

HRM systems contain the modules to support decisions regarding staff selection, recruitment,
the evaluation of employees’ performance, position compatibility, and building internal recourses for
promotion, rewards, training and motivation [23]. All of these are provided by accessing the
workers’ personal data according to the company’s need. For example, the personal information
characterising employees includes [23, 24] demographic information (sex, age, place of residence,
marital status, etc.);education (secondary, higher education, certification); experience (experienced in
this position, worked in related positions, and worked in the profession related to this position, or no
experience); specific skills (computer skills, language skills, driving ability, athletic ability, etc.);
personal qualities (motivated, isolated, sociable, etc.);health (fully healthy, having a certain disease,
having psychological problems, etc.).

Sometimes testing is used to define these criteria. According to the Society for Human
Resource Management (SHRM), in 2010, 68% of organisations used tests in the recruitment of
workers [25]. The following tests are used to determine a person's psychological state: Socionics
Duality Descriptions by Ovcharova and Meged; the psycho-geometric test of personality; and the
Luscher test [26, 27].

Socionics Duality Descriptions specifiesl6 types of people (e.g., Don Quixote is a seeker,
Dumas is a mediator, and Hugo is an enthusiast). The psycho-geometric test of personality
determines the level of thinking. The Luscher test identifies the applicant's qualities in terms of
being hard-working, under stress and able to adapt to conditions.

The Sixteen Personality Factor Questionnaire by Cattell defines personal qualities [26] according
to the following measures: intelligence; a range from closed to sociable; emotional to calm;
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conformable to dominant; tactful to emotional; submissive or courageous; brutish or sensitive;
naive to sceptical; open and diplomatic; self-confident or hesitant; conservative to radical; boring
to having energy; self-controlling; dull and nervous.

Personal data on employees’ professional activity is collected in the HRM system,
including the following items:

. Vital facts, events;

. Military registration;

« Social privileges;

« Imprisonment;

. Bills provided to tax inspection;

« Re-qualification and retraining;

. Attestation results;

« Service inspections;

+ Health;

« Medical examination to be competent to fulfil duties.

Therefore, the protection of the workers’ data stored in such systems is of great
importance.

Legal documents for the protection of workers’ personal data

The Personal Data Privacy and Security Act of 2014 [28] adopted in the 113" Congress of
the United States intercepts seizures of personal information, provides for confidentiality, and
boosts the duties of law enforcement bodies to prevent unauthorised access to data. For the first
time, the Act applies the penalty of five years’ imprisonment for those who deliberately violate
the security of personal information.

In Brazil, new amendments made to the law on the protection of personal information in
2015 strengthen the responsibilities of companies and individuals engaged in the automated
processing of personal information. The law includes fees and strict penalties for errors in
processing of personal information.

Two directives of the EU on the protection of personal information relate to employees.
The first one concerns the protection of personal information when processing and transmitting
it, and the other one protects personal information from unauthorised access in personal data
processing and in the electronic communication sector [30]. There are regulations in the
legislation of EU member states regarding these directives and certain international norms. These
directives state: ““...the employees’ personal information is collected before setting up labour
relationships. This goes on until he is hired and this information can be spread before his hiring.
The certain regulations have to be available to reflect the protection of the candidate’s personal
information” [30].

In Chapter 14 of the Labour Code of Azerbaijan, important organisational, physical and
technical (hardware) measures are applied to protect personal information from unauthorised and
accidental access, destruction, changes and copying. According to Paragraph 86/13 of the Labour
Code, the security of personal information is provided by the protection of personal information
including tools such as encryption, prevention of unauthorised access and the spread of
information through technical channels. The methods and tools of protecting employees’
personal information from unauthorised access (Article 86/14) consider locating the processing
hardware of personal information in a guarded location; ensuring the physical security of
processing hardware used for personal information; and ensuring protection of such information
systems from hazards such as viruses.
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The person accused of violating the rules regulating the security and processing of
employees’ personal information (Article 90) may bear criminal, civil, administrative or
disciplinary responsibility according to federal laws.

These articles of the Labour Code generate the basic principles of local normative acts of
various organisations in the regulation about the protection of employees’ personal information.
The legislation guarantees the protection of employees’ personal information and requires the
existence of regulations covering the processing of employees’ personal information and its use
in each organisation.

Taking into account the specifics of each organisation, these regulations define the
following:

¢ Objectives of regulation

¢ Contents of employees’ personal information

¢ Duties of employer

¢ Duties of employee

¢ Rights of employee

e Collecting, processing and saving personal information

e Transmitting personal information(personal information of an employee can be received

from a third party only with the consent of the employee)

e Accessibility of personal information (internal and external access, accessibility of

relatives and family members)

e Protection of employees’ personal information (information security methods,

organisational security measures)

¢ Responsibility for spreading personal information.

The regulation about the protection the personal information of employees is compatible to
ISO 27002 standards guaranteeing the security and protection of personal information of
employees at the organisational, procedural and technical (hardware) level, taking into account
the specifics of each organisation.

Legal and regulatory documents on the protection of workers’ personal data in Azerbaijan

The protection of personal data, including protection of workers’ personal data in
Azerbaijan, is regulated by the UN Declaration on Human Rights adopted at the General
Assembly on December 10, 1948, and in Article 32 of the Constitution of the Republic of
Azerbaijan, and the laws on “information, informatisation and protection of information”,
“information freedom” and “personal information™.

Article 32 of the Constitution of the Republic of Azerbaijan on the Right to Personal
Security states: “Gaining, storing, use and spreading information about a person’s private life
without his/her consent is not permitted” [35].

Chapter 5 of the Law on “information, informatisation and protection of information” of
the Republic of Azerbaijan is entitled “Protection of Information” and consists of the following
four Articles [36]:

Avrticle 17. Objectives of Protection in the Field of Information Resources and Processes.

Article 18. Organization of Information Protection.

Avrticle 19. Rights and Duties of Subjects in the Field of Information Protection.

Article 20. Protection of Subjects’ Rights in the Sphere of Informatization.

Clause 11.15 of the Law of the Republic of Azerbaijan on freedom of information states
that "the secrets about the private life of citizens (personal information)" is referred to as
information with limited access" (Article 11) [37].

The Law of the Republic of Azerbaijan on personal information consists of five chapters
and contains general provisions; categories of personal data, and regulation of their collection,
design and protection; the rights of the subject; collection and processing of personal
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information; and state regulations on collection, processing, and protection of personal
information [38]. This law is also applied to the protection of workers’ personal data, and in this
respect, these elements should be taken into account in the present labour legislation.
Nevertheless, the Labour Code the Republic of Azerbaijan does not include any article to protect
workers’ personal information [39]. However, the organisations may establish a unified legal
framework for the protection and security of workers’ information in HRM systems, and to
develop regulations on the protection of workers’ personal data. One of the aspects requiring
regulation is accounting and regulatory audits in Azerbaijan to comply with the “regulations on
the protection of workers’ personal data” as a normative act.

Conclusion

Rapid development of HRM systems and the expansion and growth of personal data

processing with computer technology have led to issues related to information security and
protection. Securing employees’ personal data and protecting it from undesirable access should
be based on new innovative approaches. Ensuring employees’ privacy and confidentiality
requires the strengthening of organisational, technological and legal measures in accordance with
the ISO 27002 standard, taking into account the specifics of each organisation.
In addition to the success achieved in Electronic Azerbaijan, a wide range of applications and the
development of HRM systems have included certain measures that address the security of
personal data, which first requires the “regulations on the protection of workers’ personal data”
to be established as a normative act of each organisation. This regulation includes the following:

e general requirements to be followed by the employer (and its representatives) to ensure

the rights and freedom of the workers when collecting and processing their personal data;

e organisational and technical measures to protect the workers’ personal data from

unauthorised access, destruction, amendments, blocking and backup;

¢ methods and techniques to protect unauthorised access to workers’ personal data;

e disciplinary, administrative, civil or criminal liability for violation of the provisions

regulating the protection and processing of workers’ personal data.

The articles related to the protection of workers’ personal data shall be introduced to the
Labour Code of the Republic of Azerbaijan to develop the legal basis of the regulations.
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